COMPUTER NETWORKS 1

THE CONCEPT OF NETWORKING

The idea of networking is probably as old as @emunications itself.
Nowadays, we have computer talking to each other east assemblages of
wires, fiber optics, microwaves etc. in this lessem would be dealing with the
means and ways by which the process of communic&iaccomplished through
computers.

We can define network as a collection of computket are able to
com- municate with each other, often by relyingtba services of a number of
dedicated hosts that transmit data between thécipartts. Hosts are very often
computers but one can also think of intelligentngis as hosts. Small
agglomerations of hosts are also called sites.

EVOLUTION OF COMPUTER NETWORKS

Apart form the centralized computing paradigm dwated by monolith
mainframes until late 1970 s, the initial use ofd®m networks was for file and
print services in academic environments. With thesevices users could access
files remotely from a file server and send pringuests to a remote printer
controlled by a dedicated machine called printeerv

Gradually the utility of these network servicearttd getting appreciated-
d in commercial environments and small offices &atdr large offices started
setting up networks for file and print servicesoSmetworks were also being used
for application services so that applications cdutdioaded on the user machine
from a dedicated machine called application server.

With the falling prices of small computers and P&gstem designers
started using these small machines to build lavgedost networks based on what
is called client-server architecture. In this, tser machines are called clients and
the are served by dedicated machines called servers

ADVANTAGES OF NETWORKING
There are many advantages offered by networkingesaf them are as follows:



. Resource Sharing

The main advantage of the networking is that @l#®s resource sharing
which is of a great advantage to the organizatiorgarticular. The primary goal
of networking is to make all programs, equipment] aspecially data available to
anyone on the network without regard to the phydaration of the resource and
the user. In other words, the mere fact that a happens to be 1000 km away
from his data should not prevent him from usingdbta.

. High Reliability

High reliability is provided by networking by hag alternate sources of
supply. For example, all files could be replicatd two or three floppies or
machines in the sense that if one copy has som#epnothe other can be used
accordingly. For military, banking, air traffic cwal, and many other applications,
the ability to continue operating in the face ofchavare problems is another hard
disk can rescue the people in such areas from essary trouble.

. Saving Money

Today most of the networks consist mainly of seralfomputers rather
than the large mainframes, which used to be theeminn earlier days. this is so
because small computers have a much better priéefpance ratio than large
ones. The mainframes are roughly a factor of tetefahan Personal Computers
(PCs), but they cost a thousand times more. Thisaiamce has caused many
system designers to build systems consisting afgmedl computers giving rise to
the concept of one computer per user, with data &epne or more shared file
server machines. The whole arrangement is bas#uearlient-server model.

. Scalability

Another advantage offers by networking is scalgbilhis can be defined
as the ability of the network to increase systenfopmance gradually as the
workload grows just by adding more processors.

This scalability becomes much easier in case efdmaller computers.
This is so because in case of centralized mainfsamvben the system becomes
full, it is replaced by a larger one, usually aeajrexpenses and even causing
disruption to the users. With the new client-semvetworking model, mew clients



can be added as needed as and whenever neededtwilging mush disruption
and inconvenience to the users.

. Communication Medium

A computer network acts as a powerful communicativedium among
widely separated people. Today a network has thigyalm connect two or more
people placed remotely apart form each other.

In the future, the advantage of network to enhahuenan-to-human
communication will probably prove more importanarhtechnical goals such as
improved reliability. Today the popularity of thetérnet shows how important is
networking in the communication between the renygiaced people.

. Access To Remote Information

Starting in the 1990s, computer networks begastad delivering services
to private individual at homes thus enabling pedplaccess remote information.
Today access to remote information is coming inyrfarms. One area in which it
is already happening is the access to financiaituni®ns. Many people pay their
bills, manage their bank accounts, and handle #wounts electronically. Today
our own MTNL has also launched the facility of pamh of the bills over the
internet thus saving the people from the pain afiding in the long queues. Today
with the advent of e-commerce, which is busineser ahe network, home
shopping is also becoming popular. This providesfagility to inspect the on-line
catalogs of thousands of companies.

Another application called the World Wide Web pdes easy access to
the information systems like the arts, businesgkiog, government health,
history, hobbies, recreation, science, sports,etraand other such million of
topics.

. Person-To-Person Communication

Until now, we have now talked of applications tli@tolve interactions
between a person and a remote database. The skemawl category of network
use is person-to-person interactions and this Bas made possible with our own
Electronic mail or E-mail, as it is popularly knowToday the E-mail is widely
used by millions of people. In the near future Einm going to provide the
facility o exchanging audio and video material otlee net besides the textual
part. Real-time E-mail allows remote users to comicate with no delay,



possibly seeing and hearing each other as wels wuhnology makes it possible
to have virtual meetings called videoconferencesrapfar-flung people. Virtual
meetings could be used for remote school, gettiedical opinions from distant
specialists, and numerous other applications. Wodd newsgroups, which
involve discussions on every conceivable topic, akeady finding a
commonplace among a select group of people, asdwttii grow to include the
whole o the world population at large, In thesecaésion, one person posts a
message and all the other subscribers of thatp&atinewsgroup, can read it.

. Interactive Entertainment

The third category is entertainment, which is aehamd growing
industry. The most sought after application henadeo-on-demand, In the future,
it may be possible to select any movie or telewigioogram ever made, in any
country, and have it displayed.

On your screen instantly. New films may becomersuttive, where
the user is occasionally prompted for the storgation with alternate scenarios
for all cases. Live television may also become ragdtve, with the audience
participating in quiz shows, choosing among coatast and on one team trying
to shoot down the players on the opposite teamsarah.

In short, the ability to merge information, comnuation, and
entertainment will surely give rise to a massivelustry based on computer
networking.

USES OF COMPUTER NETWORKS

There are numerous uses of computer networksf #iee are as follows:

. PRIVATE NETWORK

Many organizations have a substantial number ofpzders in operations,
often located far apart. For example, a company wiany factories may have
compute at each location to keep track of inveagynmonitor productivity, and do
the local pay roll. The issue hears is resourceirsip@and the goal is to make all
program, equipment, and especially data availabl@arty one on the network
without regard to the physical location of the wgse and the user Network
provides high reliability by having alternative soes of supply. For example, all
files could be replicated on two or three machinesne of them is unavailable
the copies could be used.



Networks are helpful in saving money. Small compltave a much better
price/performance ratio than large ones. Mainfraaresroughly a factor 10 faster
then personnel computer but they cost a thousameistmore. In this model, the
users are called clients and the whole arrangersealled client server model.

. COMMUNICATION

Communication using computer has brought a rewwiutin the world of
Information Technology, particularly in the field personal computer. We have
always heard of networking or the term network. é&work is a way or means of
transmitting or receiving (exchange) informatioonfrone or more sources.

In computing networks, the origin of the informatticequest utilizes the services
of a network to locate and return the informatidhis is done with addresses. In
the two previous examples of the car salesman hademployment agent, a
telephone number can be considered the addreskeof dssociate or client.
Addresses in computer networking are used in theesamanner. These addresses
identify the network resource. There are two popatahitectures for networking-
hierarchical and peer.

Peer networking does not need pre-defined netwodidkessing. Instead, each
resource on the network is seen as a peer. Eawglonketesource is peer to the
other network resources. When a new network resojoms the network it

introduces it and notifies its peer of any othetwzek resources that it knows
about-peer networks are open and share networkniafoon.

. NETWORK HARDWARE

It is now time to turn our attention from the applion and social aspect of the
networking to the technical issues involved in rextevdesign. There is generally
accepted taxonomy into which all computer netwditkshe tow dimension stands
out as important: transmission technology and scale

The network hardware components used are
(@) Transmission channel

(b) Network Interface Card (NIC)

(c) Servers

(d) Workstations

(@) Transmission Channel



Generally following four types of channels are useddata communication in a
LAN.

- Open Wire

- Twisted Pair

- Coaxial Cable
- Optical Fiber

(b) Network Interface Card (NIC)

Network interface units connect each device inLtABl network to shared
transmission device. It contains the rules or Idgi@access the LAN. NIC is also
used to implement LAN protocols and for device dttaents. Its function
depends on the type of topology used in LAN. Inrogomputers, NIC may be
installed as an add-on card.

(c) Servers

One of the major benefits of implementation of LAS\Nsharing expensive
resources such as storage devices, printer ets.i3lachieved through providing
servers on the LAN. It is a dedicated computer,cWwhcontrols one or more
resources. This contains both hardware and softwaesface for LAN. Three
major categories of servers used in LANs are:

(i) File Server
(ii) Printer Server
(iif) Modem Server

. NETWORK SOFTWARE

Operating System is required to operate on the L#&ydtem, manage the
tremendous workload with a number of various typeserver attached to it. It has
basically two-aspect (i) Server software (ii) wadien software. As in case of
other multi-user operating systems, LAN operatiygtesm also facilitates the
sharing of expensive resources such as printaiggeospace etc. among all LAN
users provides security for data and permits cdroretco other networks. There
are various types of LAN operating system for eximplovel Netware,
WINDOWS NT, etc.

The first computer networks were designed withitasware as the main concern
and the software as an afterthought. This strategylonger works. Network



software is now highly structured. Most networke @rganized as a series of
layers or levels, each one built upon the one betalve number of layers, the
name of each layer, the contents of each layertrantlunction of each layer differ
from network to network. How ever, in all networltse purpose of each layer is
to offer services to the higher layers, shieldimgse layers from the details of how
the offered service are actually implemented. Lay@n one-machine carries on a
conversation with layer on another machine. The anld conventions used in this
conversation are collective known as the layer WNtqwol. A protocol is an
agreement between the communicating parties on bommunication is to
proceed.



DATACOMMUNICATION 2

INTRODUCTION

Data Communications is the transfer of data ormrmftion
between a source and a receiver. The source trenmi data and the receiver
receives it. The actual generation of the inforomatis not part of data
communications nor is the resulting action of theimation at the receiver.
Data Communication is interested in the transfedaif, the method of transfer
and the preservation of the data during the tramsfeess.

In Local Area Networks, we are interested in “cectvity”
connecting computers together to share resource=m Ehough the computers
can have different disk operating systems, langsiaggbling and locations, they
still can communicate to one another and sharairess.

The purpose of data communications is to provite rules and
regulations that allow computers with different kdi®perating systems,
languages, cabling and locations to share resauiides rules and regulations
are called protocols and standards in the commtioita

BASIC COMPONENTS OF COMMUNICATION

Source/ Host/
Sender Medium Receiver

Source: The transmitter of data. Examples are:

. Terminals



d Computers
o Mainframes

Medium: The communication stream through which ttata is being
transmitted. Examples are:

. Cabling

. Microwave

. fiber optics

. Radio Frequencies (RF)
. Infrared Wireless

Receiver: The receiver of the data transmitted niptas are:

¢ Printers
® Terminals
y Mainframes
o Computers
DTE i DCE | Medum ! DCE i TE
1 : |I I
1 . ;
Source/ ,  Medium -, Host/
Sender i ; Receiver
! |
! |
! :

DCE: The interface between the Source & the Mediamd the Medium
& the Receiver is called the DCE (Data Communicatitguipment) and is a
physical piece of equipment.

DTE: Data Terminal Equipment is the telecommumnices name given
to the source and receiver’'s equipment.



An example of this would be your PC dialing intBBS (Bulletin Board
System):

DTE ' DCE ! Medium; DCE ! DTE
1 1 X 1
! : ! !
Source/ . Medi ! X Host/
Sender : edium [ . Receiver
1 1 ; 1
; ! i :
! : i :
PC+ Modem Phone Modem BBS’s
Communication Lines Computer X
Software

Commumcauut | 1 5
s | . D
> =

DATA FLOW
Data flow is the flow of data between two pointie direction of the
data flow can be described as:



Simplex: data flows in only one direction on thetad@ommunication line
(medium). Examples are radio and television brosidca’hey go from the TV
station to your home television.

ol -
1y One direction Home. )
Station Televizion
Transmitter . N
SIMPLEX O H O

Half-Duplex: data flows in both directions but omge direction at a time on the
data communication line. For example, a conversatio walkie-talkies is a
half-duplex data flow. Each person takes turnsiriglklf both talk at once-
nothing occurs!
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Bi-directional but only 1 direction at a time!

HALF-DUPLEX

Full-Duplex: data flows in both directions simulesusly. Modems are
configured to flow data in both directions.

Bi-directional both directions simultaneously!
FULL-DUPLEX



MODEMS

A modem (Modulator / Demodulator) connects a teaticomputer
(DTE) to the Voice Channel (dial-up line).

O

Basic Definition

The modem (DCE-Data Communication Equipment) isinected
between the terminal/computer (DTE-Data Terminalifpent) and the phone
line (voice channel). A modem converts the DTE é&erminal Equipment)
digital signal to an analog signal that the voibharmel can use.

A modem is connected to the terminal/computer’'s2R3 serial port (25
pin male D connector) and the outgoing phone liite an RJ11 cable connector
(the same as on a telephone extension cord). Maleectors have pins, female
connectors have sockets.

DIGITAL CONNECTION

The connection between the modem and terminal/atenps a digital
connection. A basic connection consists of a Tréngata (TXD) line, a
Receive Data (RXD) line and many hardware handsigatontrol lines.

i g TXD (2) TXD (2)
RXD (3) RXD(3)  [ases
Terminal/Computer Control Lines Modem
The control lines determine whose turn it is td {@hodem or terminal),

if the terminal/computer is turned on, if the mod&nturned on, if there is
connection to another modem, etc.




ANALOG CONNECTION

The connection between the modem and the outsadtd Wthe phone
line) is an analog connection. The voice channslldandwidth of 0-4 KHz but
only 300-3400 Hz is usable for data communications.

0 -4 KHz BW
oooo World
Analog Outside
Modem Voice Band

The modem converts digital information into ton@equencies) for
transmitting through the phone lines. The tonesimarine 300-3400 Hz Voice
Band.

EXTERNAL/INTERNAL MODEMS

There are 2 basic physical types of modems: Iatef External
modems. External modems sit next to the computgicannect to the serial port
using a straight-through serial cable.

Straight throg gh
Serial Cable

External
Modem

ARSETEE

An Internal modems is a plug-in circuit board thats inside the
computer. It incorporates the serial port on-bodiftey are less expensive than
external modems because they do not require a paseer supply and serial
cable. They appear to the communication progranmis tagy were an external
modem for all practical purposes.



were an Exrernal
Modem

MODEM TYPES

There are many types of modems, the most commuiich are:

I Optical Modem-Uses optical fiber cable instead of wire. The nmde
converts the digital signal to pulses of light ® tbansmitted over optical lines
(more commonly called a media adapter or transceive

. Short Haul Modem- A modem used to transmit datar @@ miles or
less. Modems we use at home or to connect compuatgesher among different
offices in the same building are short haul modems.

ii. Acoustic Modem-A modem that couples to the telephone handset with
what looks like suction cups that contain a speakat microphone. Used by
traveling salespeople to connect to hotel phones.

V. Smart Modem-A modem with a CPU (microprocessor) on board that
uses the Hayes AT command set. This allows autaw@mg dial capability
rather than manually dialing & answering.

V. Digital Modem-Converts the RS-232 digital signals to digitalnsiig
more suitable for transmission. (also called a mediapter or transceiver)

Vi. V.32 Modem-A milestone modem that uses a 2400 baud modemdwith
bit encoding. This results in a 9600 bps (bitsgeond) transfer rate. It brought
the price of high speed modems below $5,000.



bps measured
on Digital Side

Baud Rate
measured on Analog Side

Baud is the speed at which the analog data is ahgp the voice chanhel and
bps is the speed at which the decoded digitaliddiaing transferred.

FEATURES OF MODEMS

1.

Speed- The speed at which the modem can send datasirfdis
per second). Typical modem speeds are: 300, 6200,12400,
4800, 9600, 14.4K, 19.2K, 28.8K bps.

Auto Dial/Redial — Smart modems can dial the phone number and
auto re dial if a busy signal is received.

Auto Answer — Most modems have Ring Detect capability and can
automatically answer the telephone when an inconsadfj comes
in.

Self Testing —Newer modems have self-testing features. They can
test the digital connection to the terminal/computed the analog
connection to a remote modem. They can also chlezhknodem’s
internal electronics.

Voice Over Data — Voice Over Data modems allow a voice
conversation to take place while data is beingstrdtied. This
requires both the source and destination modem$atee this
feature.

Synchronous or Asynchronous Transmission -Newer modems
allow a choice of synchronous or asynchronous tnison of
data. Normally, modem transmission is asynchrongus send
individual characters with just start and stop )biSynchronous
transmission or packet transmission is wused in iBpec
applications.



PHYSICAL CONNECTION

The physical connection determines how many Qisdr 0’'s) can
be transmitted in a single instance of time. Ifyohlbit of information can be
transmitted over the data transmission mediumtaha it is considered a serial
communication.

moollollloﬁ 0j1 |0 0110l 0

Sends , Dara Transmisgion Medium :

Sedal Data Only 1 Wire! : Rec_elves e
1 bit at a time Serial Data =
Byte: 0100 1010 Serial Communication 1 bitatatime

Byte: 0100 1010

If more than 1 bit of information is transmitted esvthe data
transmission medium at a time then it is considergdrallel communication.

. Data Transmission Medium - 8 Wices

D

4] % .
s=—= Receives
Seuds L L LT Pacallel Dana
Parallel Data 0= U - :
8birsatatime O 0 8 bits at z(t)uln;lo
Byte: 0100 1010 ' - Ll Pre 0100
ey 0 —— Separate wie
s L LTL for each bit!
for each bir! 0 vob
Parallel Communication
Communications Advantages Disadvantages
Parallel Fast Transfer Rates Short distances only
Serial Long Distances Slow transfer rates

TRANSMISSION MEDIA — GUIDED
There are 2 basic categories of transmission mgdided and unguided.

Guided transmission media uses a cabling systamngindes the
data signals along a specific path. The data ssgas bound by the cabling
system. Guided media is also known as bound mé&debling” is meant in a
generic sense, and is not meant to be interprasted@er wire cabling only.



Unguided transmission media consists of a meansthi® data
signals to travel but nothing to guide them alorspecific path. The data signals
are not bound to a cabling media and are therefitea called unbond media.

There 4 basic types of guided media:

a. Open Wire

b. Twisted Pair
C. Coaxial Cable
d. Optical Fiber
OPEN WIRE

Open wire is traditionally used to describe theteieal wire strung
along power poles. There is a single wire struetyvben poles. No shielding or
protection from noise interference is used. Wegaiag to extend the traditional
definition of open wire to include any data sigmath without shielding or
protection from noise interference. This can ineludulti conductor cables or
single wires. This medium is susceptible to a ladggree o noise and

interference and consequently is not acceptabledta transmission except for
short distances under 20 ft.

[UOLITLY 13 130 % sy == = =
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TWISTED PAIR



The wires in twisted pair cabling are twisted tdgetin pairs. Each
pair consists of a wire used for the +ve data dignd a wire used for the —ve
data signal. Any noise that appears on 1 wire efgthir will also occur on the
other wire. Because the wires are opposite pasrithey are 180 degrees out of
phase (180 degrees - phasor definition of oppgsilarity). When the noise
appears on both wires, it cancels or nulls itsetfat the receiving end, Twisted
pair cables are most effectively used in systerasuke a balanced line method
of transmission: polar line coding (Manchester Kiieg) as opposed to unipolar
line coding (TTI logic).

Jacker Twisred Pair

Bare wire

UNSHIEDED TWISTED PAIR

The degree of reduction in noise interference etemmnined
specifically by the number of turns per foot. Irasig the number of turns per
foot reduces the noise interference. To furtherrawe noise rejection, a foil or
wire braid “shield” is woven around the twistedrsaiThis shield can be woven
around individual pairs or around a multi-pair coatdr (several pairs).

Jacker Shield Twisted Pair
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SHIELDED TWISTED PAIR

Cables with a shield are called shielded twistedr @nd are
commonly abbreviated STP. Cables without a shiekl @alled unshielded
twisted pair or UTP. Twisting the wires togethesuks in a characteristic
impedance for the cable. A typical impedance folPU3 100 ohm for Ethernet
10BaseT Cable.



UTP or unshielded twisted pair cable is used dreffiet 10BaseT
and can also be used with Token Ring. It uses théne of connectors (Rj45,
RJ11, etc....)

STP or shielded twisted pair is used with theitiagal Token Ring
cabling or ICS-IBM Cabling System. It requires atwum connector. IBM STP
(shielded twisted pair) has a characteristic impedaf 150 ohms.

COAXIAL CABLE

Coaxial cable consists of two conductors. The rircenductor is
held inside an insulator with the other conductaven around it providing a
shield. An insulating protective coating called acket covers the outer
conductor.

Jacker Shield' Ingulator Center
’ Conductor
Vo¥
N

o

.l .i.

W

The outer shield protects the inner conductor foutside electrical signals. The
distance between the outer conductor (shield) andriconductor plus the type
of material used for insulating the inner conductetermine the cable properties
or impedance. Typical impedances for coaxial caates’5 ohms for Cable TV,
50 ohms for Ethernet Thinnest and Thick net. Theekent control of the
impedance characteristics of the cable allow higleta rates to be transferred
than with twisted pair cable.

OPTICAL FEBER

Optical fiber consists of thin glass fibers thahcarry information
at frequencies in the visible light spectrum angdmel. The typical optical fiber
consists of a very narrow strand of glass calleddbre. Around the core is a
concentric layer of glass called the cladding. Aidgl core diameter is 62.5
microns (1 micron = 10-6meters). Typically Claddings a diameter of 125
microns. Coating the cladding is protective coatiogsisting of plastic, it is
called the jacket.



Jacket Cladding Core

Side View End View

An important characteristic of fiber optics isreaftion. Refraction is
the characteristic of a material to either passefiect light. When light passes
through a medium, it “bends” as it passes from oregium to the other. An
example of this is when we look into a pond of wate

@) Lighr

~ Rays
Alr .

Water \\ Rays are bem or refracted

Vittual

\
AN
,6:4 ®q Fish

If the angle of incidence is small, the light raye reflected and do
not pass into the water. If the angle of incidengieat, light passes through the
media but is bent or refracted.

Incident Ray, Light
Rays Incident Ray
Light



Rays
Angle of Incidence Air  Anghé Incidence
q q Air

awr Water

Refraction Reflection

Optical fibers work on the principle that the coedracts the light
and the cladding reflects the light. The core fdhe light and guides the light
along its path. The cladding reflects any lightkbatto the core and stops light
from escaping through it — it bounds the medium!

OPTICAL TRANSMISSION MODES

There are three primary types of transmission mac@sg optical fiber. They
are

a. Step Index
b. Graded Index
C. Single Mode

Step index has a large core, so the light rayd tefounce around inside
the core, reflecting off the cladding. This causeme rays to take a longer or
shorter path through the core. Some take the dipath with hardly any
reflections while others bounce back and forthrtgla longer path. The result is

that the light rays arrive at different times. Téignal becomes longer than the
original signal. LED light sources are used. Typaae: 62.5 microns.

Cladding

Core

STEP INDEX MODE



STEP INDEX MODE

Graded index has a gradual change in the coré'active index. This
causes the light rays to be gradually bent back the core path. This is
represented by a curved reflective path in thechéd drawing. The result is a
better receive signal than with step index. LEDhtigources are used. Typical
Core: 62.5 microns.

Cladding

Core

GRADED INDEX MODE

Note: Both step index and graded index allow ntba@ one light source
to be used (different colors simultaneously), sdtiple channels of data can be
run be run at the same time!

Single mode has separate distinct refractive iaddar the cladding and
core. The light ray passes through the core witktively few reflections off the
cladding. Single mode is used for a single soufdegbt (one color) operation.
It requires a laser and the core is very smalli@ons.

Cladding
Core Light
Rays
SINGLE MODE _ A
Comparison of Optical Fibers
SINGLE MODE

Comparison of Optical Fibers
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Single
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We don't use frequency to talk about speed anyemuare use
wavelengths instead. The wavelength of light sairseneasured in nanometers
or 1 billionth of a meter.
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Indoor cable specifications:

. LED (Light Emitting Diode) light source
. 3.5 db/km Attenuation (loses 3.5 dB of signal pearketer)

. 850 nM — wavelength of light source
. Typically 62.5/125 (core dia/cladding dia)
. Multimode — can run many light sources.

Outdoor cable specification:

. Laser Light Source

. 1dB/Km Attenuation (loses 1dB of signal per kiloemgt
. 1170 nM - wavelength of light source

. Monomode (single mode)

Advantages of Optical Fiber:

. Noise immunity: RFI and EMI immune (RFI — Radio ¢uwency
Interference, EMI — Electro Magnetic Interference)
. Security: cannot tap into cable.

. Large Capacity due to BW (bandwidth)



. No corrosion

. Longer distances than copper wire
. Smaller and lighter than copper wire
. Faster transmission rate

Disadvantages of optical fiber:

. Physical vibration will show up as signal noise!
. Limited physical are of cable. Bend it too much &nlill break!
. Difficult to splice

The cost of optical fiber is a trade — off betweapacity and cost.
At higher transmission capacity, it is cheaper tbapper. at lower transmission
capacity, it is more expensive.

MEDIA VERSUS BANDWIDTH

The following table compares the usable bandwidttine different
guided transmission media.

Cable Type Bandwidth
Open Cable 0 -5 MHz
Twisted Pair 0 -100 MHz
Coaxial Cable 0 — 600 MHz
Optical fiber 0-1GHz

TRANSMISSION MEDIA — UNGUIDED

Unguided transmission media is data signals tlost through the air.
They are not guided or bond to a channel to folldhey are classified by the
type of wave propagation.
RF Propagation
There are three types of RF (radio frequency) pgapan:

. Ground Wave
. lonospheric



. Line of Sight (LOS)

Ground wave propagation follows the curvature loé tEarth.
Ground waves have carrier frequencies up to 2 Mtfiz.radio is an example of
ground wave propagation.
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Earth

Ground Weye Propagation

lonospheric propagation bounces off of the Earibisospheric
layer in the upper atmosphere. It is sometimegdalbuble hop propagation. It
operates in the frequency range of 30-85 MHz. Bgeaitt depends on the
Earth’s ionosphere, it changes with the weather @mé of day. The signal
bounces off of the ionosphere and back to earthm adios operate in this

range.

Ionos phere

Line of sight propagation transmits exactly in time of sight. The
receive station must be in the view of the transtation. It is sometimes called
space waves or tropospheric propagation. It istéichby the curvature of the
Earth for ground — based stations (100 km, fromzoorto horizon). Reflected
waves can cause problems. Examples of line of gigigagation are: FM radio,
microwave and satellite.



RADIO FREQUENCIES

Armosphere

The frequency spectrum operates from 0 Hz (DQyamma rays

(1019 Hz)

Name Frequency (Hertz)
Gamma Rays 18+

X-Rays 10’

Ultra -Violet Light 7.5 x 16

Visible Light 4.3 x 16

Infrared Light 3x 18

EHF — Extremely High 30 GHz (Giga = 19)
Frequencies

SHF — Super High 3 GHz

Frequencies

UHF — Ultra High 300 MHz (Mega = 19
Frequencies

VHF — Very High 30 MHz

Frequencies

HF - High Frequencies 3 MHz2

MF - Medium 300 kHz (kilo = 16)
Frequencies

LF — Low Frequencies 30 kHz

VLF - Very Low 3kHz
Frequencies

VF — Voice Frequencies 300 Hz

ELF — Extremely Low 30 Hz
Frequencies

Examples

Radar

Satellite & Microwaves
UHF TV (Ch. 14-83)
FM & TV (Ch2 — 13)

Short Wave Radio
AM Radio

Navigation
Submarine
Communications

Audio
Power Transmission



Radio frequencies are in the range of 300 kHzQd&sHz. We are
seeing an emerging technology called wireless LAS®me use radio
frequencies to connect the workstations togetlenesuse infrared technology.

MICROWAVE

Microwave transmission is line of sight transnmassiThe transmit
station must be in visible contact with the recestegion. This sets a limit on the
distance between stations depending on the loaargphy. Typically the line
of sight due to the Earth’s curvature is only 50 Konthe horizon! Repeater
stations must be placed so the data signal can sigp,and jump across the
country.

Repeater

Transmitter

Receiver

Microwaves operate at high operating frequencfe3 @ 10 GHz. This
allows them to carry large quantities of data dutheir large bandwidth.

Advantages:

a. They require no right of way acquisition betweewecs.

b. They can carry high quantities of information dwetheir high
operating frequencies.

C. Low cost land purchase: each tower occupies osipall area.

d. High frequency/short wavelength signals requirelsamennae.

Disadvantages:

a. Attenuation by solid objects: birds, rain, snow &mgl

b. Reflected from flat surfaces like water and metal.

C. Diffracted (split) around solid objects.

d. Refracted by atmosphere, thus causing beam todjecped away from

receiver.



SATELLITE

Satellites are transponders (units that receiverenfrequency and
retransmit on another) that are set in geostatjomabits directly over the
equator. These geostationary orbits are 36,000 iém the Earth’s surface. At
this point, the gravitational pull of the Earth athé centrifugal force of Earth’s
rotation are balanced and cancel each other oumtri@gyal force is the
rotational force placed on the satellite that waating it out into space.

North
Pole

Satellite
36,000 km
orbit

Transponders Satellite

36,000 Km
Orbit

Down-

E‘au Stations

Foorprint

The uplink is the transmitter of data to the digelThe downlink is the
receiver of data. Uplinks and downlinks are alstbedaEarth stations because



they are located on the Earth. The footprint is“Bi&dow” that the satellite can
transmit to, the shadow being the area that cagivecthe satellite’s transmitted
signal.

IRIDIUM TELECOM SYSTEM

The Iridium Telecom System is a new satellite esysthat will be the
largest private aerospace project. It is a molelecom system intended to
compete with cellular phones. It relies on satsliin lower Earth orbit (LEO).
The satellites will orbit at an altitude of 900 9,400 Km in a polar, non-
stationary orbit. Sixty-six satellites are plann&tde user’s handset will require
less power and will be cheaper than cellular phorig®wre will be 100%
coverage of the Earth.

Eguator

- %
L
N

v
7

Unfortunately, alth.oUgh the Iridium project wasuphed for 1996-1998,
with 1.5 million subscribers by end of the decaatethe time of this writing, it
looked very financially unstable.



INTRODUCTION TO INTERNET 3

WHAT IS INTERNET?

The Internet is a computer network made up of thnds of
networks worldwide. No one knows exactly how maagnputers are connected
to the Internet, however, that these number imitions.

No one is in charge of the Internet. There areuoigations which
develop technical aspects of this network and gsenhdards for creating
applications on it, but no governing body is in woh The Internet backbone,
through which Internet traffic flows, is owned byyate companies.



All computers on the Internet communicate with oaeother using the

Transmission Control Protocol/Internet Protocoltesuabbreviated to TCP/IP.
Computers on the Internet use a client/server @ctuire. This means that the
remote server machine provides files and servioeth¢ user’s local client

machine. Software can be installed on a client agerpo take advantage of the
latest access technology.

An Internet user has access to a wide varietyenfiges: electronic
mail, file transfer, vast information resourcesiemest group membership,
interactive collaboration, multimedia displays, l###@e broadcasting, shopping
opportunities, breaking news, and much more.

The Internet consists primarily of a variety ofcass protocols.
Many of these protocols feature programs that allme&rs to search for and
retrieve material made available by the protocol.

It's a collection of networks- a network of netsfcomputers
sharing information via a common set of networkamgl software protocols.

HISTORY AND OVERVIEW OF THE INTERNET
1969 — Birth of a Network

The Internet as we know it today, in the mid — a99traces it
origins back to a Defence Department project in91l9®e subject of the project
was wartime digital communications. At that timee ttelephone system was
about the only theater — scale communications systeuse. A major problem
had been identified in its design — its dependemteswitching stations that
could be targeted during an attack. Would it besfiibs to design a network that
could quickly reroute digital traffic around faileddes? A possible solution had
been identified in theory. That was to build a “Wwebdatagram network, called
a “catenet”, and use dynamic routing protocolsdnstantly adjust the flow of
traffic through the catenet. The Defence Advanceddarch Projects Agency
(SARPA) launched the DARPA Internet Program.

1970 - Infancy
DARPA Internet, largely the plaything of acadenaicd military

researchers, spent more than a decade in relabgeunty. As Vietham,
Watergate, the Oil Crisis, and the Iranian Host@gsis rolled over the nation,



several Internet research teams preceded througiradual evolution of
protocols. In 1975, DARPA declared the project @cegss and handed its
management over to the Defense Communications Age&everal of today’s
key protocols (including IP and TCP) were stable 1880, and adopted
throughout ARPANET by 1983.

Mid 1980 — The Research Net

Let's outline key features, circa- 1983, of whatswhen called
ARPANET. A small computer was a PDP-11/45, and &RD/45 does not fit
on your desk. Some sites had a hundred computechat to the Internet. Most
had a dozen or so, probably with something likefaX\doing most of the work
— mail, news, EGP routing. Users did their workngsDEC VT- 100 terminals.
FORTRAN was the word of the day. Few companieslhstnet access, relying
instead on SNA and IBN mainframes. Rather, thermee community was
dominated by universities and military researcbssiit’'s most popular service
was the rapid email it made possible with distasiteagues. In August 1983,
there were 562 registered ARIANET hosts (RFC 1296).

UNIX deserves at least an honorable mention, salc®st all the
initial Internet protocols were developed first foiNIX, largely due to the
availability of kernel source (for a price) and tieative ease of implementation
(relative to things like VMS or MVS). The Univergiof California at Berkeley
(UCB) deserves special mention, because their Cwnpbicience Research
Group (CSRG) developed the BSD variants of AT&TNIX operating system.
BSD UNIX and its derivatives would become the masimmon Internet
programming platform.

Many key features of the Internet were alreadyplace, including
the IP and TCP protocols; ARPANET was fundamentafiseliable in nature, as
the Internet is still today. This principle of uhable delivery means that the
Internet only makes a best-effort attempt to delipackets. The network can
drop a packet without any notification to senderreceiver. Remember, the
Internet was designed for military survivabilityhd software running on either
end must be prepared to recognize data loss, setiting data as often as
necessary to achieve its ultimate delivery.

Late 1980 — The PC Revolution

Driven largely by the development of the PC and L#shnology,
subnetting was standardized in 1985 when RFC 956 weteased. LAN



technology made the idea of a “catenet” feasibde -internet work of networks.
Subnetting opened the possibilities of interconngdtANs with WANS.

The National Science Foundation (NSF) started tige&omputer
Centers program in 1986. Until then, supercomputersh as Cray’'s were
largely the playthings of large, well-funded unsities and military research
centers. NSF's idea was to make supercomputer nreso@available to those of
more modest means by constructing five supercompegaters around the
country and building a network linking them withtential users. NSF decided
to base their network on the Internet protocolsl BSFNET was born . For the
next decade, NSFNET would be the core of the UrBermet, until its
privatization and ultimate retirement in 1995.

Domain naming was stable by 1987 when RFC 1034relaased.
Until then, hosthames were mapped to IP addressy &atic tables, but the
Internet’s exponential growth had made this pradtdeasible.

In the late 1980s, important advances related poetwork
performance with poor TCP performance, and a swingapers by the likes of
Nagle and Van Jacobson (RFC 896, RFC 1072, RFC, RB& 1323) present
key insights into TCP performance. The 1987 InteMverm was the largest
security failure in the history of the Internet. Manformation can be found in
RFC 1135. All things considered, it could happeaiag

Early 1990 — Address Exhaustion and the Web

In the early 90s, the first address exhaustiorischg the Internet
technical community. The present solution, CIDR| wiistain the Internet for a
few more years by making more efficient use of IBjgsting 32-bit address
space. For a more lasting solution, IETF is lookatglPv6 and its 128-bit
address space, but CIDR is here to stay.

Crisis aside, the World Wide Web (WWW) has been aife
Internet’s most exciting recent developments. Tdeaiof hypertext has been
around for more than a decade, but in 1989 a tdatmeaEuropean Center for
Particle Research (CERN) in Switzerland developedet of protocols for
transferring hypertext via the Internet. In thelyd990s it was enhanced by a
team at the National center for Supercomputing &ppibns (NCSA) at the
University of lllinois — one of NSF's supercomputegnters. The result was
NCSA Mosaic, a graphical, point-and-click hypertbrdwser that made Internet



easy. The resulting explosion in “Web sites” drake Internet into the public
eye.

Mid 1990s — The New Internet

Of at least as much interest as Internet’'s techmiagress in the
1990s has been its sociological progress. It hemsady become part of the
national vocabulary, and seems headed for evenegneeominence. It has been
accepted by the business community, with a resularplosion of service
providers, consultants, books, and TV coveragda#t given birth to the Free
Software Movement.

The Free Software Movement owes much to bulleterdcystems,
but really came into its own on the Internet, du@ tcombination of forces. The
public nature of the Internet’s early funding erglthat much of its networking
software was non — proprietary. The emergence a@nymnous FTP sites
provided a distribution mechanism that almost aeyaould use. Network
newsgroups and mailing lists offered an open comecation medium. Last but
not least were individualists like Richard Stallmawho wrote EMACS,
launched the GNU Project and founded the Free SoétviFoundation. In the
1990s, Linus Torvalds wrote Linux, the popular (afrde) UNIX clone
operating system.

The explosion of capitalist conservatism, combimaith a growing
awareness of Internet’s business value, has ledajor changes in the Internet
community. Many of them have not been for the good.

First, there seems to be a growing departure fratermet’s history
of open protocols, published as RFCs. Many newopi$ are being developed
in an increasingly proprietary manner. IGRP, ad¢madrk of Cisco Systems, has
the dubious distinction as the most successful retgyy Internet routing
protocol, capable only of operation between Cisaders. Other protocols, such
as BGP, are published as RFCs, but with importaméragional details
omitted.The notoriously mis-named Open Softwaren@ation have introduced
a whole suite of “open” protocols whose specifizasi are available — for a price
—and not on the net. | am forced to wonder: 1) dtbye need a new RPC? and
2)why won't OSF tell us how it works?

People forget that businesses have tried to runitaig
communications networks in the past. IBM and DE@luteveloped proprietary
networking schemes that only ran on their hardw&everal information



providers did very well for themselves in the 80sluding LEXIS/NEXIS,
Dialog, and Dow Jones. Public data networks wergsttacted by companies
like Tymnet and run into every major US city. CorSBeuve and others built
large bulletin board — like systems. Many of thesevices still offer a quality
and depth of coverage unparalleled on the Intgf@amine Dialog if you are
skeptical of this claim). But none of them offemraatlie GIFs that anyone could
download. None of them let you read through the ®RB@d then write a Perl
script to tweak the one little thing you neede@dgust. None of them gave birth
to a Free Software Movement. None of them caugbpleé imagination.

The very existence of the Free Software Movemergai$ of the
Internet saga, because free software would nott ewishout the net.
“Movements” tend to arise when progress offers e freedoms and we find
new ways to explore and, sometimes, to exploit th&ime Free Software
Movement has offered what would be unimaginable nvtiee Internet was
formed — games, editors, windowing systems, comgileetworking software,
and even entire operating systems available foor@yvho wants them, without
licensing fees, with complete source code, angiallneed is Internet access. It
also offers challenges, forcing us to ask what gharare needed in our society
to support these new freedoms that have touchedasy people. And it offers
chances at exploitation, from the businesses usew® software development
platforms for commercial code, to the Internet Wana security risks of open
systems.

People wonder whether progress is better servedughr
government funding or private industry. The Intérdefies the popular wisdom
of “business is better”. Both business and govemnined to build large data
communication networks in the 1980s. Business diguebron good market
decisions; the government researchers based thamitens on openness,
imagination and freedom. Business failed; Inteswgtceeded. Our reward has
been its commercialization.

For the next few years, the Internet will almostaialy be content
— driven. Although new protocols are always undaredlopment, we have barely
begun to explore the potential of just the existorges. Chief among these is
these Word Wide Web, with its potential for simple — line access to almost
any information imaginable. Yet even as the Interinérudes into society,
remember that over the last two decades “The Net"developed a culture o fits
own, one that may collide with society’s. Alreadysiness is making its pitch to
dominate the Internet. Already Congress has deemmetessary to regulate the
Web.
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WHO OWNS THE INTERNET?

No one actually owns the internet, and no singlesge or
organisation controls the internet in its entiréijore of a concept than an actual
tangible entity, the internet relies on a physigdlastructure that connects
networks to other networks. There are many org#oiss corporations,
governments, schools, private citizens and semiogiders that own pieces of
infrastructure, but there is no one body that ownall. There are however,
organisations that oversee and standardise whaehapn internet and assigns
IP addresses and domain names, such as the na@eace foundation, the
internet engineering task force, icann, internid arternet architecture board.

WHO PUTS INFORMATION THE INTERNET?

Individuals and organizations make information &kde through
the internet for a variety of reasons. Some of itifigrmation is freely available
to the general public, while some of it is res&tto a particular user
community. The following are some of the people vgub information on the
internet, and the types of information they maleelly available.



1. Governments often have a mandate to make informéteely available
to their citizens, and are publishing a wealthtatistical and other information
on the web.

2. University researchers, educators and students ras#tidable various
types of academic information, including unpublilagticles.

3. Non- profit organizations post information on vaisaopics.

4. Commercial companies provide useful supplementafgrination on
their commercial web sites, sometimes providinggéeeral public with limited
access to databases.

5. Publishers provide excerpts of their print pubimas, usually periodical
issues. There are also a growing number of frdaeszand e-journals.

6. Archives and Libraries are digitizing publicatiofte which copyright
has expired and making them available on the web.

7. Libraries also often make catalogues of their mgdifreely available.

8. Individuals post information about topics of perabinterest.

GROWTH OF INTERNET

The Internet has changed much in the two decadee $i came
into existence. It was conceived in the era of t8haring, but has survived intp
the era of personal computers, client server aed-foepeer computing, and the
network computer. It was designed before LAN’'s tds but has
accommodated that new network technology, as veetha more recent ATM
and frame switched services. It was envisioned @gspa@ting a range of
functions from file sharing and remote login to aexe sharing and
collaboration, and has spawned electronic mail arade recently the World
Wide Web. But most important, it started as theatom of a small band of
dedicated researchers, and has grown to be a camahgrccess with billions of
dollars of annual investment.

One should not conclude that the Internet has rimished
changing. The Internet, although a network in name geography, is a creature
of the computer, not the traditional network of ttedephone or television
industry. It will, indeed it must, continue to clggnand evolve at the speed of



the computer industry if it is to remain relevalttis now changing to provide
such new services as real time transport, in a@support, for example, audio
and video streams. The availability of pervasivemoeking (i.e., the Internet)
along with powerful affordable computing and comigations in portable form
(i.e., laptop computers, two-way pagers, PDA’s|utat phones), is making
possible a new paradigm of nomadic computing amanconications.

This evolution will bring us new applications -tdmet telephone
and, slightly further out, Internet television. i evolving to permit more
sophisticated forms of pricing and cost recoverpeehaps painful requirement
in this commercial world. It is changing to accontate yet another generation
of underlying network technologies with differenthacacteristics and
requirements, from broadband residential accessatellites. New modes of
access and new forms of service will spawn newiegbns, which in turn will
drive further evolution of the net itself.

COMPONENTS OF THE INTERNET

WORLD WIDE WEB

The World Wide Web (abbreviated as the Web or WWsVa
system of Internet servers that supports hypertexaccess several Internet
protocols on a single interface. Almost every pecototype available on the
Internet is accessible on the Web. This includesaé; FTP, Telnet, and Usenet
News. In addition to these, the World Wide Web hasown protocol: Hyper
Text Transfer Protocol, or HTTP. These protocolt e explained later in this
document.

The World Wide Web provides a single interface docessing all
these protocols. This creates a convenient and-uf@ndly environment. It is
no longer necessary to be conversant in these qmistowithin separate,
command — level environments. The Web gathers lhegéhese protocols into a
single system. Because of this feature, and beaafube Web'’s ability to work
with multimedia and advanced programming langudlge,Web is the fastest-
growing component of the Internet.

The operation of the Web relies primarily on hyper as its means
of information retrieval. Hyper Text is a documetnntaining words that
connect to other documents. These words are clitliesl and are selectable by
the user. A single hypertext document can coniaksIto many documents. In
the context of the Web, words or graphics may seaselinks to other



documents, images, video, and sound. Links may ay not follow a logical
path, as each connection is programmed by theatre&the source document.
Overall, the Web contains a complex virtual welcohnections among a vast
number of documents, graphics, videos, and sounds.

Producing hypertext for the Web is accomplished dogating
documents with a language called Hyper Text Markapguage, or HTML.
With HTML, tags are placed within the text to acgish document formatting,
visual features such as font size, italics and ,baidi the creation of hypertext
links. Graphics and multimedia may also be incoapet into an HTML
document. HTML is an evolving language, with negstdeing added as each
upgrade of the language is developed and releaR®sel. World Wide Web
Consortium (W3C), led by Web founder Tim BernergLe&oordinates the
efforts of standardizing HTML. The W3C now calletlanguage XHTML and
considers it to be an application of the XML langeatandard.

The World Wide Web consists of files, called pagebome pages,
containing links to documents and resources througtie Internet.

The Web provides a vast array of experiences anegumultimedia
presentations, real-time collaboration, interactpages, radio and television
broadcasts, and the automatic “push” of informattona client computer.
Programming languages such as Java, JavaScripa\Bssic, Cold Fusion and
XML are extending the capabilities of the Web. Aowmg amount of
information on the Web is served dynamically froomtent stored in databases.
The Web is therefore not a fixed entity, but onattis in a constant state of
development and flux.

E-MAIL

Electronic mail, or e-mail, allows computer usdogally and
worldwide to exchange messages. Each user of ehagih mailbox address to
which messages are sent. Messages sent though eamairrive within a matter
of seconds.

A powerful aspect of e-mail is the option to satetctronic files to
a person’s e-mail address. Non — ASCII files, knaagnbinary files, may be
attached to e-mail messages. These files are edf¢oras MIME attachments.
MIME stands for Multimedia Internet Mail Extensioand was developed to
help e-mail software handle a variety of file typ&sr example, a document



created in Microsoft Outlook, offer the ability tead files written in HTML,
which is itself a MIME type.

TELNET

Telnet is a program that allows you to log intonputers on the
Internet and use online databases, library catalogat services, and more.
There are no graphics in Telnet sessions, just TexTelnet to a computer, you
must know its address. This can consist of wordsiglloc.gov) or numbers
(140.147.254.3). Some services require you to adrioea specific port on the
remote computer. In this case, type the port nunalfter the Internet address.
Example: telnet nri.reston.va. Us 185.

Telnet is available on the World Wide Web. Prolgatiie most
common Web-based resources available through Tdiage been library
catalogs, though most catalogs have since migriteitie Web. A link to a
Telnet program must be installed on your local cotepand configured to your
Web browser in order to work.

With the increasing popularity of the Web, Telhas become less
frequently used as a means of access to informatidhe Internet.

FTP

FTP stands for File Transfer Protocol. This ishbatprogram and
the method used to transfer files between computemsnymous FTP is an
option that allows users to transfer files fromubsands of host computers on the
Internet to their personal computer account. FEBsstontain books, articles,
software, games, images, sounds, multimedia, coursle, data sets, and more.

If your computer is directly connected to the intt via an
Ethernet cable, you can use one of several PC aadtywrograms, such as
WS_FTP for Windows, to conduct a file transfer.

FTP transfers can be performed on the World Widsb Without
the need for special software. In this case, theb Weowser will suffice.
Whenever you download software from a Wed sitedoryocal machine, you
are using FTP. You can also retrieve FTP files search engines such as
FtpFind, located atttp://WWW.ftpfind.com/THisoption is easiest because you
do not need to know FTP program commands.




E-MAIL DISCUSSION GROUPS

One of the benefits of the Internet is the oppatyuit offers to
people worldwide to communicate via e-mail. Theeinet is home to a large
community of individuals who carry out active dission organized around
topic-oriented forums distributed by e-mail. These administered by software
programs. Probably the most common program isiskeelv.

A great variety of topics are covered by listsemnvmny of them
academic in nature. When you subscribe to a lstsmessages from other
subscribers are automatically sent to your eleatrorailbox. You subscribe to a
listserv by sending an e-mail message to a compubgram called a list server.
List servers are located on computer networks tjfiout the world. This
program handles subscription information and distes messages to and from
subscribers. You must have a e-mail account toigyzate in a listserv
discussion group. Visit Tile.net http://tile.net/to see and example of a site that
offers a searchable collection of e-mail discusgiaups.

Majordomo and Listproc are two other programs #uaahinister e-
mail discussion groups. The commands for subs@ilbtihand managing your
list memberships are similar to those of listserv.

USENET NEWS

Usenet News is a global electronic bulletin boaystesm in which millions of
computer users exchange information on a vast rafgepics. The major
difference between Usenet News and e-mail discosgioups is the fact that
Usenet messages are stored on central computetsysans must connect to
these computers to read or download the messagésdpio these groups. This
is distinct from e-mail distribution, in which mesgges arrive in the electronic
mail-boxes of each list member.

Usenet itself is a set of machines that exchangessages, or
articles, from Usenet discussion forums, called sgaups. Usenet
administrators control their own sites, and decidiéch (if any) newsgroups to
sponsor and which remote newsgroups to allow imeosiystem.

There are thousands of Usenet newsgroups in seistéWhile
many are academic in nature, numerous newsgroupso@anized around
recreational topics. Much serious computer relatedk takes place in Usenet



discussions. A small number of e-mail discussioougs also exist as Usenet
newsgroups.

The Usenet news feed can be read by a varietyeofsreader
software programs. For example, the Netscape soitees with a newsreader
program called Messenger. Newsreaders are alsdableaias standalone
products.

FAQ, RFC, FYI

FAQ stands for Frequently Asked Questions. These aredie
postings to Usenet newsgroups that contain a weéltiformation related to the
topic of the newsgroup. Many FAQs are quite extensFAQs are available by
subscribing to individual Usenet newsgroups. A Vidaksed collection of FAQ
resources has been collected by The Internet FAG@tum and is available at
http://www.fags.org/

RFC stands for Request for Comments. These are docament
created by and distributed to the Internet comnyuioithelp define the nuts and
bolts of the Internet. They contain both technispkcifications and general
information.

FYI stands for For Your Information. These notes amelaset of
RFCs and contain information of interest to neveidnét users.

Links to indexes of all three of these informatimsources are
available on the University Libraries Web site at
http://library.albany.edu/internet/reference/fatislh

CHAT & INSTANT MESSAGING

Chat programs allow users on the Internet to comcate with
each other by typing in real time. They are somesinmcluded as a feature of a
Web site, where users can log into the “chat rotaméxchange comments and
information about the topics addressed on the €itat may take other, more
wide-ranging forms. For example, America Onlinevedl known for sponsoring
a number of topical chat rooms.

Internet Relay Chat (IRC) is a service througholhparticipants
can communicate to each other on hundreds of clanfkese channels are
usually based on specific topics. While many tomos frivolous, substantive



conversations are also taking place. To access WG, must use an IRC
software program.

A variation of chat is the phenomenon of instaesaenging. With
instant messenging, a user on the Web can comatitex user currently logged
in and type a conversation. Most famous is Ame@aéine’s Instant Messenger.
ICQ, MSN and Yahoo also offer chat programs.

Other types of real-time communication are adémss the
tutorial Understanding the World Wide Web.

COMMON WEB TERMINOLOGY

bps (bits per second)A measurement of the speed at which data traveia fr
one place to another. A 57,600 bps modem can thealhg transmit about
57,600 bits of data per second.

client: A program that requests services from other prograr computers that
are functioning as servers or hosts.

DNS (Domain Name Service):DNS servers translate symbolic machine names
(such as doeace.org) into numerical addresses222842.14).

Email (electronic mail): Messages sent and received via a computer network.
FAQ (frequently asked questions): A document that answers common
questions about a particular subject.

Flame: A “flame” usually refers to any message or artitlat contains strong
criticism, usually irrational or highly emotional

ftp (file transfer protocol): A way to transfer files from one computer to
another via the Internet. Many sites on the Inteha&e repositories of software
and files that you can download using an ftp cliseat Fetch or WS_FTP.

home page:The main or leading web page of an organization’mdividual’s
web site.

host: A computer that provides services to other clierhputers on a network.
On the Internet a single computer often provide#iipte host functions, such as
processing email, serving web pages, and runnipticagpions



HTML (Hyper Text Markup Language) : The language of the World Wide
Web...a set of codes that tells a computer howidplaly the text, graphics, and
other objects that comprise a web page. The ceftnational element of HTML
is the Hyper Text link, which is a word or pictuyeu can click on to retrieve
another web page and display it on your computeresc

IMAP (Internet Message Access Protocol):A popular method used by
programs like Outlook, Eudora, and Netscape taesetremail from an emalil
server.

IP address: A computer’s unique Internet address, which usualbks like this:
128.223.142.14. Most computers also have a domamnenassigned to them,
which represents cryptic IP addresses with words$ #dne easier to remember
(e.g.,gladstone.uoregon.edu). mailing list. An éfbased forum for discussing a
particular topic. Mailing lists are administrate¢ la central program that
distributes messages to all participants.

MIME (Multipurpose Internet Mail Extensions): A system for encoding
binary data so it can be included with text messaggnt across the Internet.
Email programs often use MIME to encode attachments

network: Two or more computing devices connected togethewioyng, fiber
optic cable, wireless circuits, or other means. Titernet is a network that
connects thousands of computer networks.

POP (Post Office Protocol):An older method used by programs like Eudora or
Netscape to retrieve email from a mail server.

protocol: A precise definition of how computers interact withe another on a
network. In order for the Internet to work reliapfyarticipants agree to set up
their systems in accordance with a specific set pobtocols, ensuring

compatibility between systems.

server: A computer, or application that provides files, aJabr some other
central body of in formation to multiple client cpaters by means of a network.

ssh:Secure Shell software that encrypts communicatwes the Internet.

TCP/IP (Transmission Control Protocol/Internet Protocol): These are two of
the main protocols of the Internet. In order foc@mputer to connect to the



Internet, it must have some kind of TCP/IP commatian software installed on
it.

Telnet: A way for users to create an unencrypted termiessisn with a remote
system.

USENET: A worldwide collection of discussion groups thaeuke Internet to
transfer tens of thousands of messages among ankebivservers set up at sites
around the world.

URL (Uniform Resource Locator): A fancy term for the address of a World
Wide Web page or other resource.

World Wide Web: A system of linked servers that distribute texggics, and
multimedia information to users all over the world.

GUIDELINES FOR INTERNET COMMUNICATION

Write concise messages:

There is a large amount of messages that are titd@dnon the
internet everyday. To help reduce the amount dficran the Internet and ease
the load of correspondence on the recipients, yastkeep the length of your
messages to a minimum.

Compose relevant responses:

When replying to message, only include the sectiofsthe
previous message that are relevant to your respifwe can use some of the
conventions or abbreviations of email communicatsaech as FYI (for your
information), BTW (by the way), and :-) (a smilegck) for conveying tone and
feeling in messages.

Include Return Address Information:

Configure your email client to include the returmasl address.
When signing a message, include alternate mode®mmunication, such as
your telephone number or street address. Most epraframs include the
capability to create a signature file that autooadly inserts your name and
other pertinent information at the end of a message



Make Subject Lines Descriptive:

A message with a generic subject like Information,lack of a
subject line, will often be overlooked over by aipgent who gets a large
number of email messages. Use a short descriplikgse that summarizes your
message

When Replying, Reference to the Original Message:

When you are replying to a message, first dele¢eunnecessary
parts of the original mail and retain specific gsito which you need to respond.
Then insert your response after each related point.

Acknowledge when you receive an Email:

Ensure that you notify the sender that you haveived their
message.

Check Your Email on a Regular Basis:

Senders of email expect a prompt response. Cheak gmail
account every few days to ensure that all of yoailsrare attended to.

Reply in a Timely Manner:

Process mail and respond to messages immediatglgulfail to
check your emails regularly, the large numbersmodie will be unmanageable.
If you regularly receive a large load of email, y@an manage the email by using
an add-on utility.

Don’t Send Personal Messages Via Newsgroup or Mailj Lists:

If a message is meant for one individual only, dd send it to
them via a newsgroup or list that goes to manyprests. Always look at the
address line on the top of your message to makeysur are responding only to
those person(s) you wish to receive the message.

Learn to Properly Convey Irony, Sarcasm, and Humor:



Often, a good-natured attempt to be witty can bsunderstood.
Use a conversational tone in your messages only e recipient is familiar
with your personal style of communication.

Don't Publicly Criticize Other Users:

Civil discourse is better than emotive or vulgamenunication. In
case an issue requires a harsh response, avoglersiail. Instead communicate
directly with the person.

WHAT IS ECOMMERCE?

The basic elements of electronic commerce.

Business includes processes such as recruitingnghi and
managing, besides buying and selling. The Intearet related technologies
provide a medium for businesses to exchange infitomabout processes. For
example, the product range and specifications eadisseminated to retailers
from a manufacturer.

ECommerce is the abbreviated form of electronimmarce. This
term can be defined as business activities that@mducted by using electronic
data transmission via the Internet and the WorldéNiVeb.

In B2C transactions, an individual consumer selactd purchases
a product or service over the Internet. For examfheazon.com conducts B2C
transactions over the Web. In a business-to-businesB2B transaction, two
businesses conduct their transactions via theneteB2B transactions account
for a much larger proportion of revenue generatgeéctly by than B2C
transactions. In addition, business processesat@inot directly involved in
selling and purchasing account for the majoritybainess activities on the
Internet. For example, a subsidiary company canepfaurchase orders for its
raw materials form a manufacturing company.



'E{E Delivers goods
MM thepugh courier

Payment trarsfers
thowugh credit card

B2B transactions over networks pre-date the ememgesf the
World Wide. Since the 1960s, some businesses Hagganic data interchange
(EDI) to exchange data related to purchasing atithdpibetween corporate
information systems. However, traditional EDI wapensive, and the Internet
coupled with the World Wide Web offer a cheaper and/ersal approach to
B2B transactions.

DIFFERENCES BETWEEN ELECTRONIC COMMERCE
AND TRADITIONAL COMMERCE

Commerce is the exchange of goods and servicesiramotves
several interdependent business processes. A doofcapgood or service must
be designed or invented. The concept must be peatilhough manufacturing if
it is a good, or implemented if it is a service.yBts need to be informed about
the existence and value of a seller's goods andcegethrough marketing and
promotions. The good or service must be shippeotieerwise transferred from
the seller to the buyer. Accounting systems arade@do track expenses and
payments.

Underlying each of these business processes icrdation and
transmission of information. In traditional commerchis information was
generally exchanged through paper, verbally, oughofirst-hand experience.
For example, if you were interested in buying &velion, you would probably



visit a dealership and talk to a salesperson. thtiad, you can test the features
to gain first-hand experience or read a review magazine.

In electronic commerce, some or all of this infation have been
moved to the Internet. In the example of purchasingew car, you could view
information online that you would have to visit aatership before to access.
Because you would not have to spend time traveiingach dealership, you
could more easily compare prices form several ssuryou might also find
reviews online from other people about the carg tben. This might not
replace the need for a test drive, but it mightishsgou in narrowing your
selection of what cares to test drive.

WHAT IS EGOVERNANCE

eGovernment is he use of Information and Communica&ns Technologies
(ICT’s) to promote more efficient governance by abbwing:

1. Better delivery of public services
2. Improved access to information
3. Increased accountability of government to its eitiz

The five major goals of eGovernment are:

1. Efficient citizen grievance redressal

2. Strengthening good governance

3. Broadening public participation

4. Improving productivity and efficiency of the bureaacy

5. Promoting economic growth
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IMPACT OF INTERNET

The Internet an “enabling technology.” When itsraduction is
sensitive to local values and committed to locglacaty — building, it offers
important opportunities to:

Open dialogue. Facilitates knowledge sharing, aness of
alternative perspectives, and open exchange byliegdbw cost networking.
Improve governance. Raises efficiency, transpareag participatory systems
Improve social and human rights conditions. Expaadsess to better quality
education, healthcare, and disaster relief capacity

Reduce poverty. Opens new opportunities for bygzhgsoups such
as women, the poor, rural populations, and childretroduce economic
opportunities. Develops E-commerce and Informateord Communications
Technologies (ICT) sector. Improve environmentahagement. Supports GIS
and food security early warning systems Supportigambus knowledge.
Documents knowledge within communities.

GROWTH RATE OF INTERNET IN INDIA.

During the first three years of VSNL monopoly, theternet
subscriber base increased slowly. By the end oftMa©98, there were almost
1, 40,000 subscribers. At the end of VSNL's mongpthings changed
dramatically. Among other factors, the entry ofvpte players, unlimited and
open competition, and the lowering of tariffs, tedhe phenomenal surge in the



subscriber base growth. Between March '99 and Maighhe subscriber base
grew by more than 200 percent per year, from )@Dio 30, 00,000.

However, form April 2001; the growth rate stargketlining on all
over India. The current Internet subscriber bastdma is 3.3 million and the
user base is 16.5 million. The planned project®f30 million by the end of the
year 2007.

WHAT IS INTERNET FRAUD?

The term “Internet fraud” refers to any type chuddulent scheme
that uses a component of the Internet to condactdirlent transactions, or to
transmit the proceeds of fraud to financial ingimas or to others connected
with the scheme. The Internet components includg oboms, email, message
boards, or Web sites.

People can access the Internet at all times. dvagability of the
Internet increases the time in which people canvbeothe Internet for business
decisions, information-searching, and personal racteons. Unfortunately,
people who engage in fraud can also access them&tt@4 hours of the day.
They can use the capabilities of the Internet saglsending e-mail messages
worldwide in seconds or posting Web site informatto carry out fraudulent
schemes.

WHAT ARE THE MAJOR TYPES OF INTERNET FRAUD?

The fraud schemes of the non-Internet era hava heed to suit
the Internet era and continue to confound consurards investors. With the
explosive growth of the Internet, and ecommercepadrticular, online criminals
try to present fraudulent schemes in ways that,laskmuch as possible, like the
goods and services that the vast majority of legite e-commerce merchants
offer. In the process, they not only cause harraotmsumers and investors, but
also undermine consumer confidence in legitimateramerce and the Internet.
Here are some of the major types of Internet fréhad law enforcement and
regulatory authorities and consumer organizatisaseeing:

Auction and Retail Schemes Online. According ® FHederal Trade
Commission and Internet Fraud Watch, fraudulenesws appearing on online
auction sites are the most frequently reported forfiminternet fraud. These
schemes, and similar schemes for online retail gotgpically claim to offer
high-value items that range from Carter watchesdmputers to collectibles



such as Beanie Babies®, that are likely to attraeiny consumers. These
schemes induce their victims to send money forpitmenised items, but then
deliver nothing or only an item far less valuatblart what was promised.

Business  Opportunity/’"Work-at-Home”  Schemes  Online
Fraudulent schemes often use the Internet to asedtisiness opportunities that
will allow individuals to earn thousands of dollaxsmonth in “work-at-home”
ventures. These schemes typically require the iddals to pay anywhere from
$35 to several hundred dollars or more, but faild&iver the materials or
information that would be needed to make the warkeane opportunity a
potentially viable business.

Identity Theft and Fraud. Some Internet fraud sude also involve
identity theft. Identity theft is the wrongful olméng and using of someone
else’s personal data in some way that involvesdfi@udeception. In one federal
prosecution, the defendants allegedly obtainednémees and Social Security
numbers of U.S. military officers from a Web sigmd then used more than 100
of those names and numbers to apply via the Intdorecredit cards with a
Delaware bank. In another federal prosecutiondiéfendant allegedly obtained
personal data from a federal agency’s Web site then used the personal data
to submit 14 car loan applications online to a id@bank.

Internet Technology And Protocols 4

WHAT ARE PROTOCOLS?
A protocol is a standard format for transmittingadbetween two devices.
The protocol determines the following:

1. The type of error checking to be used
2. Data compression method, if any



3. The method by which the sending device will indictitat the transmission
is complete

A protocol describes the format that a message takstand the way
in which computers must exchange a message witlgircontext of a particular
activity. The activities include sending messaga®ss networks, exchanging e-
mail, establishing remote connections, and transfgrfiles. Two networking
models support open systems interconnection. Tise rfiodel, TCP/IP, is based
on a suite of protocols in which each protocol eslva particular network
communications problem. The second model, OSI, dset on international
standards.

WHAT IS TCP/IP?

The name TCP/IP refers to a suite of data commatioit protocols.
The name is misleading because TCP and IP aretwolpf the several protocols
that compose the suite. The name TCP/IP comes tinaof the more important
protocols in the suit: the Transmission ControltEcol (TCP) and the Internet
Protocol (IP).

TCP/IP originated out of the investigative reshairto networking
protocols that the Department of Defense (DOD)ated in 1969. In 1968, the
DOD Advanced Research Projects Agency (ARPA) begesearching the
network technology that is now called packet switghThe original focus of this
research was to facilitate communication among Bf@D community. The
network that was initially constructed as a residlthis research, and then called
ARPANET, gradually became known as the Internete TFCP/IP protocols
played an important role in the development ofltiternet. In the early 1980s, the
TCP/IP protocols were developed. In 1983, they imecatandard protocols for the
ARPANET. Owing to the history of the TCP/IP protbsaite, it is often referred
to as the Internet protocol suite.

HOW TCP/IP WORKS?

The design of TCP/IP hides the function of thigelafrom users and
is concerned with getting data across a specifie yf physical network such as
Ethernet and Token Ring. The TCP/IP design redtltesieed to rewrite higher
levels of a TCP/IP stack when new physical netwedhnologies, such as ATM
and Frame Relay, are introduced.

The functions performed at the TCP/IP level inelehcapsulating
the IP data grams into frames that are transmhtedhe network. TCP/IP also



maps the IP addresses to the physical addressedygbe network. One of the
strengths of TCP/IP is its addressing scheme, whiglquely identifies every
computer on the network. This IP address must beerted into an address that is
appropriate for the physical network over which da¢a gram is transmitted. Data
to be transmitted is received from the inter nekmaryer. The network access
layer is responsible for routing and must add aisting information to the data.
The network access layer information is added enfdrm of a header, which is
appended to the beginning of the data. In Windows tNe protocols in this layer
appear as NDIS drivers and related programs. Thauhes that are identified with
network device names usually encapsulate and deinee data to the network,
while separate programs perform related functioich ®1s address mapping.

The first model, TCP/IP, is based on a suit of geots in which each protocol
solves a particular network communications probl&ms model contains

Application Layer
Transport Layer
Internet Layer

Network Interface Layer
Physical Layer

agropE

APPLICATION LAYER

A user invokes an application program the accesseservice
available across a TCP/IP internet. The applicgtasses data to and receives data
from the transport layer.

TRANSPORT LAYER

This layer provides services that permit an apgibm program on
one host to communicate with an application prog@ma remote host. The
transport layer divides the stream of data intckpts; adds a destination address,
and passes the packets to the next layer. Thepwensses two protocols, TCP
and UDP,

INTERNET LAYER

This layer ensures that data is routed to theecomestination. The
internet layer encapsulates the packet receivech fitie transport layer into a
datagram, adds a header, and determines the rawuiyement. For incoming
datagram, it determines which transport protocolusthhandle the packet.



NETWORK INTERFACELAYER

This layer controls access to network transmissi@tchanisms. The
network interface is responsible for accepting #adram and transmitting them
over a specific network. The interface can be acgedriver (connected to a LAN)
or a subsystem with its own data link protocol.

PHYSICALLAYER

The hardware connection provides the physical réotenection
between the host and the network

INTERNET PROTOCOL

IP is a connectionless protocol, which means tlatdbes not
exchange control information, called a handshakeggtablish an end-to-end
connection before transmitting data. In contrastpanection — oriented protocol
exchanges control information with the remote cotapto verify that it is ready
to receive data before sending it. When the hardsisasuccessful, the computers
are said to have established a connection. IPsrelreprotocols in other layers to
establish the connection if connection-orientedises are required. IP also relies
on protocols in another layer to provide error dete and error recovery. IP is
sometimes called an unreliable protocol becauseritains no error detection or
recovery code.

IP ADDRESSING

As with any other network-layer protocol, the IRlegbsing scheme
is integral to the process of routing IP datagréimesigh an internetwork. Each IP
address has specific components and follows a lbasitat. These IP addresses
can be subdivided and used to create addressesiioetworks, as discussed in
more detail later in this chapter.

Each host on a TCP/IP network is assigned a unsgubit logical
address that is divided into two main parts: thewnek number and the host
number. The network number identifies a network engt be assigned by the
Internet Network Information Center (InterNIC) ifet network is to be part of the
Internet. An Internet Service Provider (ISP) cantaob blocks of network
addresses form the InterNIC and can itself assilgitess space as necessary. The



host number identifies a host on a network andsssgaed by the local network
administrator.

IP ADDRESS FORMAT

The 32-bit IP address is grouped eight bits aime,tseparated by
dots, and represented in decimal format (knownaded decimal notation). Each
bit in the octet has a binary weight (128, 64, B8&, 8, 4, 2, 1). The minimum
value for an octet is 0, and the maximum valuedoroctet is 255. Figure 30-3
illustrates the basic format of an IP address.

IP FORMAT

32 Bits

A

v

Network Host

<« 8Bits , < 8Bilsy,  8Bits,  8Bits,
Dotted
Decimal
Notation

IP ADDRESS CLASSES

IP addressing supports five different address elas&, B, C, D, and
E. Only classes A, B and C are available for coneakuse.

IP Address Class Purpose Address Rge Max. Hosts

A Few laree organizatior 1.0.0.0t0 126.0.0 | 16,777,21%(2°*-2)

B Mediun-size organizatior 128.1.0.0t 65, 543 (**-2)
191.254.0.0

C Relatively small organizatio | 192.0.1.0 t 245 (8- 2)
223.255.254.0

D Multicast groups (RFC 111 | 224.0.0.0 t N/A
239.255.255.255

E Experimenta 240.0.0.0t N/A




254.255.255.2¢

SERIAL LINE IP (SLIP) AND COMPRESSED SERIAL LINE IP
(CSLIP)

SLIP is a minimal protocol used to send to senchgfaims for
transmission across a serial line such as a teteploircuit. (SLIP is not an
Internet standard.) SLIP is used only when bothshksow each other’'s address
and only when IP datagrams are being transmittetienNVa host makes a
connection, the SLIP server behaves like a router TCP/IP traffic. Once
connected, the SLIP host sends all network traffier the serial interface.

Because network traffic is exchanged over theptaae link,
performance is an issue for applications that reanmimerous graphics, file
sharing, or hypermedia. Compressed SLIP (CSLIPyargs SLIP performance
by compressing the TCP/IP headers.

POINT-TO-POINT PROTOCOL (PPP)

PPP was developed as an Internet standard tosadithes weaknesses
of SLIP. Often used for dialup remote LAN acced3PRillows the remote host to
connect to the network and use IP network protodei¥P is defined as a three-
layered protocol as follows:

1. Data Link Layer, a modified version of the High-lebvData Link
Control (HDLC) that guarantees reliable deliveryepwany type of
serial line.

2. Link Control, used to establish the connection,atiege configuration
parameters (including compression), check link i(pjaand close the
connection.

3. Network Control Protocols, individual protocols thagrovide

configuration and control information for the Netlkd.ayer protocols.

THE PORTS




Many TCP/IP programs can be initiated over therirge Most of
these are client/server oriented. As each conmeotiquest is received, inetd starts
a server program, which then communicates withreéyeesting client machine.

To facilitate this process, each application (F®P Telnet, for
example) is assigned a unique address. This addsesslled a port. The
application in question is bound to that particypart and, when any connection
request is made to that port, the correspondintjcgpion is launched (inetd is the
program that launches it).

There are thousands of ports on the average &ite@rver. For
purposes of convenience and efficiency, a stanlandework has been developed
for port assignment. (In other words, although st@y administrator can bind
services to the port of his or her choice, servaresgenerally bound to recognized
ports. These are commonly referred to as well-knpants.)

COMMON PORTS AND THEIR CORRESPONDING

SERVICES OR APPLICATIONS.
Service or Application Port

File Transfer Protocol (FTP): 21

Telnet: 23

Simple Mail Transfer Protocol (SMTP): 25
Gopher: 70

Finger: 79

Hypertext Transfer Protocol (HTTP): 80
Network News Transfer Protocol (NNTP): 119

OPEN SYSTEMS INTERCONNECTION (OSI)

Introduction to the ISO — OSI Model

The 1SO (International Standards Organization)draated a layered
model, called the OSI (Open Systems Interconnectlanto describe defined
layers in a network operating system. The purpdsthe layers is to provide
clearly defined functions that can improve Intewwk connectivity between
“computer” manufacturing companies. Each layerdatandard defined input and
a standard defined output.

OSI Model Explained



This is a top-down explanation of the OSI Modelstarts with the
user's PC and it follows what happens to the uskgsas it passes though the
different OSI Model layers. The top-down approadsselected specifically (vs.
starting at the Physical Layer and working up & Alpplication Layer) for ease of
understanding. It is used here to show how the’sidées are transformed
(through the layers) into a bit stream for transmois on the network.

These are the 7 Layers of the OSI model:

. Application Layer (Top Layer)
. Presentation Layer

. Session Layer

. Transport Layer

. Network Layer

. Data Link Layer

. Physical Layer (Bottom Layer)

°
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Layer 7 — Application Layer

Keyboard
CPU DOS C: local Hard
Drive
Software
Program

Basic PC Logical Flowchart

A basic PC logic flowchart is shown in Fig. The Keard &
Application are shown as inputs to the CPU (redngsiccess to the hard disk).
The Keyboard requests accesses through user ieg|¢such as “DIR” commands)
and the Application seeks access through “File @ywsii and “Saves”. The CPU,
through the Disk Operating System, sends and resadata from the local hard
disk (“C:” in this example).
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Smple Network Redirection

A PC setup as a network workstation has a softwhketwork
Redirector” (the actual name depends on the netwavke will use a generic term
here) placed between the CPU and DOS (as showrigir2.l. The Network
Redirector is a TSR (Terminate and Stay Residerdgrpm: it presents the
network hard disk as another local hard disk (“@&:'this example) to the CPU.
All CPU requests are intercepted by the “NetworkdiRestor”. The Network
Redirector checks to see if either a local or avoek drive is requested; the
request is passed on to DOS. However, if a netwdarke is requested, the request
is then passed on to the network operating systD8j.

Electronic mail (E-Mail), client-sever databasgames played over
the network, print and file servers, remote logoasd network management
programs (or any “network aware” applications) atkeaware of the network
redirector. They have the ability to communicateediy with other “network
applications” on the network. The “Network Aware ppations” and the
“Network Redirector” make up Layer 7 (the Applicatilayer of the OSI Model,
as shown in Fig).
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PC Workstation with Networ k Awar e Software

Layer 6 — Presentation Layer

The Network Redirector sends CPU operating systativercode

to the network operating system: the coding andn&brof the data is not
recognizable by the network operating system. Tdta donsists of file transfers
and network calls by network aware programs.

For example, when a dumb terminal is used as &stadion (in a

mainframe or minicomputer network), the networkadet translated into (and
from) the format that the terminal can use. Thes@m&tion layer presents data
to and from the terminal using special control eleters to control the screen
display (LF-line feed, CR-carriage return, cursoovement, etc...). The
presentation of data on the screen would depentheype of terminal that's
used: VT100, VT52, VT420, etc.
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Similarly, The Presentation layer strips the peninfile from the workstation
operating system’s file envelope. The control cbis, screen formatting, and
workstation operating system envelope are all g#upor added to the file (if the
workstation is receiving or transmitting data te thetwork). This could also
include translating ASCII file characters from a ®@rld to EBCDIC in an IBN
Mainframe world.

The Presentation Layer also controls securityhatfile level: this
provides both file locking and user security. ThO® Share program is often
used for file locking. When a file is in use, it lscked form other users to
prevent 2 copies of the same file from being gaeerdf 2 users both modified
the same file, and User A saved it, then User Rdaly then User A’s changes
would be erased! At this point, the data is cordgigsiand complete (i.e. one
large data file). See Fig.

Layer 5 — Session Layer

The Session layer manages the communications betwee
workstation and the network. The Session layercthréhe information to the
correct destination, and identifies the sourcd&destination. The Session layer
identifies the type of information as data or cohtihe Session layer manages
the initial start-up of a session, and the ordelbging of a session. The Session
layer also manages Log on procedures and Passe@rgnition
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Layer 4 — Transport Layer

In order for the data to be sent across the né&twbe file must be
broken up into usable small data segments (typicall2 — 18k bytes). The
Transport layer breaks up the file into segmentdrémsport to the network, and
combines incoming segments into a contiguous Tilee Transport layer does
this logically, not physically, and it is done iofsvare as opposed to hardware.

Source| Dest Contrg
Port Port

Create Segments

Transport Checks order
Layer
Sourcg Degt Conlrol Qata
PCS
Port Pon

Sourcg Dest Co

trol

Datz

Segments

The Transport layer provides error checking atdbgment level
(frame control sequence). This makes sure thatlaée grams are in the correct



order: the Transport layer will correct out of ardatagrams. The Transport
layer guarantees an error-free host to host commedt is not concerned with
the path between machines.

Layer 3 — Network Layer

The Network layer is concerned with the path tigitothe network. It is
responsible for routing, switching, and controllitige flow of information
between hosts. The Network layer converts the setgmieto smaller datagrams
than the network can handle: network hardware soand destination addresses
are also added. The Network layer does not guazahi@ the datagram will
reach its destination.

Sourceg Dest| Contrd Data PGS

Port Port
Source Dest| Contrgl Dath PCs Segments
Port Port

Network Datagram

Layer Routing
Source Dest Cpntrol
Data P[CS

Network Layer

Layer 2 — Data Link Layer

The Data Link layer is a firmware layer of the wetk interface
card. The Data Link layer puts the datagrams imickpts (frames of bits: 1s &
0s) for transmission, and assembles received padkit datagrams. The Data
Link layer works at the bit level, and adds statiop flags and bit error checking
(CRC or parity) to the packet frame. Error checkiagat the bit level only:



packets with errors are discarded and a requegeftnansmission is sent out.
The Data Link layer is primarily concerned with s&quence.

Sourceg Dest| Contrd Data PCS

Port Pol

Network Datagram

Layer Routing
Stary Sour¢e Dgst Conjrol Data PS®p
Flag Add  Add Flag
1's & Os

Data Link Layer

Layer 1 — Physical Layer

The Physical layer concerns itself with the trarssian of bits. It
also manages the network card’s hardware intertacéhe network. The
hardware interface involves the type of cablingafcotwisted pair, etc.),
frequency of operation (1 Mbps, 10Mbps, etc.), agdt levels, cable
terminations, topography (star, bus, ting, etdg, Examples of Physical layer
protocols are as follows: 10Base5 — Thicknet, 1@Ras Thinnet, 10BaseT —
twisted pair, ArcNet, FDDI, etc. (see Fig. 9).
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LAYER-SPECIFIC COMMUNICATION

Each layer may add a Header and a Trailer to itk @ahich
consists of the next higher layer's Header, Traaled Data as it moves through
the layers). The Headers contain information tpatsically addresses layer-to-
layer communication. For example, the Transport ddea(TH) contains
information that only the Transport layer sees. @lher layers below the
Transport layer pass the Transport Header as ptréin Data.
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WHAT IS FDDI?

Fiber Distributed Data Interface (FDDI) is a muwandor local
area network standard developed by the Americamht Standards Institute
(ANSI). It offers an industry-standard solution forganizations that need a
high-speed LAN with high capacity and performance.

FDDI is based on dual counter-rotating token pegsings that are
connected by optical fibers that transmit datahat tate of 100 Mbps. At this
speed, the ring can support upto 500 nodes witpazisg of 2km between
adjacent nodes. The basic operation of FDDI islamib that of token ring.
Since it is very difficult to tap into a fiber, ang was the logical solution. FDDI
groups stations, including workstations, bridges] eouters, into a ring. Each
station has an input fiber form the previous staiad an output to the

Due to the historical higher costs of its adaptard fiber optics,
FDDI has been used primarily in backbone networksl #&r high-speed



communications between host processors. The higaedwidths offered by
ATM, Fast Ethernet, and FDDI technologies completmeach other, and are
expected to coexist in virtually all organizatidos many years to come.

FDDI was primarily designed to carry computer dadzyond
FDDI, FDDI-II is being developed to cater for a nmok voice, data and video
traffic.

TECHNOLOGY OVERVIEW

Token Ring and Ethernet are the two dominant LAdhgards that
are being widely utilized to connect users in akgooup to each other and to
common resources. The rapid increase in the spakgexrformance of personal
computers and workstations has initiated a demand torresponding increase
in LAN bandwidth. To meet this demand the ANSI (Ainan National
Standards Institute) committee had developed thBIFdDandard that is being
widely used.

Why use FDDI?

With growing demands on network systems, the search “high
— bandwidth LAN” has gained importance in many oigations. The increased
demands are coming from two areas: First, the nurobenetwork users has
increased in recent years, creating congestionystes traffic. Second, the
increasing use of peer-to-peer network architeatugans that more information
gets passed between users, instead of passinghtharentral server.

The need for networks to handle more data, moiekyuthan eve,
is becoming urgent. As a result, several contenaiervying for throne of high-
speed networking. While ATM and Fast Ethernet hgaieed the most attention,
FDDI is the popular choice. FDDI is a full-fledgéethnology compared to the
emerging high-speed networking technologies, sscAEM and Fast Ethernet.
In addition, FDDI has established standard interapéty, and product
availability.

WHAT IS ASYNCHRONOUS TRANSFER MODE (ATM)?

Asynchronous Transfer Mode (ATM) is a technolobsttarises
from international standards. The standards rdtathe transmission of data,
voice, and video simultaneously over a networkpegtesls that are greater than
the transmission rate without the standards. ATNh t@nsport electronic



communications from sources that range from phaiks through movies to
targets such as email and files. The targets armr®d on a gopher or a World
Wide Web server.

ATM can transport electronic communication at & 1@ hundreds
of megabits per second. This transfer rate is fdbtn the ethernet technology
that is available on local area networks. The ddt&ansfer b using the ATM
technology allows the integration of speech, mqtimmd data into multimedia
presentations in offices and schools. Although, ABWtill in its infancy, the
technology is being deployed across the countryMAihd future enhancements
will lead to a global information system over thexhdecade and will become a
central feature of the Information Superhighwayt kebeing developed across
the world. The use of the ATM technology in publchools is being
investigated. OWL ink will be among the first prcie that implements the
capabilities of the ATM.

ETHERNET

Ethernet is one of the standard’s of local aretwoik (LAN)
technology that transmits information between comsuat speed of 10 & 100
million bits per second (mbps). Currently the mestely used version of
ethernet technology is the 10 Mbps twisted pairetgr It includes the original
thick coaxial system, as well as thin coaxial, teds pair, and fiber optic
systems. The most recent ethernet standard defieesew 100 mbps as the fast
ethernet system which operates over twisted paiifiaer optic media.

HISTORY

Ethernet was invented at the Xerox Palo alto rekeeentre in the
1970s by Dr. Robert M Metcalfe. It was designedstipport research on the
office of the future, which included one of the Wbfirst personal workstations,
the Xerox alto. The first ethernet system ran gir@xmately 3Mbps and was
known as “experimental ethernet.” There are seveaal technologies in use
today, but ethernet is by far the most popularugt/ estimates indicates that as
of 1994, over 40 million ethernet nodes had beestalled worldwide. The
widespread popularity of the ethernet ensures tthee is a large market for
ethernet equipment, which also helps to keep tlsbnt@ogy competitively
priced.

Elements of the ethernet system



The ethernet system consists of there basic eleament

1. The physical medium used to carry ethernet sigrmaveen
computers
2. A set of medium access control rules embedded ¢h ethernet

interface that allows multiple computers to fa@hpitrate access to
the shared ethernet channel

3. An ethernet frame that consists of a standardiezédfsbits used to
carry data over the system

OPERATION OF ETHERNET

Each ethernet equipped computer, also known #atiars operates
independently of all stations on the network: thsr@o central controller. All
stations attached to an ethernet are connectedgharad signaling system, also
called the medium. Ethernet signals are transmgegdhlly, one bit at a time,
over the shared signal channel is idle, the statemmsmits its data in the form of
an ethernet frame or packet.

NETWORKS

It makes sense, most often for financial reasansalso for others,
to network groups of computers where they sharenanmon workload. All the
computers in an administrative office, all the comgps to do with a certain
ward or discipline. Networking computers means thatpeople using them can
share files easily, send each other messages anel sfich other’s printers. This
idea has developed into Local Area Networks (LANBlpwadays most
organizations have a local area network. LAN’'s t@nas small as just one
shared office or as large as a whole city.

Wide Area Networks

In some cases an organization is spread oveiga krea, and you
do not have the easy concentration of computingréwide a LAN for. In this
instance computers may be connected by a Wide Network (WAN). The
difference between a WAN and a LAN is partly onesoéle (although this is
relative) but also relates to the technology. VEthAN you will typically get a



fast network that can network PC file servers. WAtWAN the network will
often be much slower and will usually involve somainframe computer as the
server rather than a PC.

Combined Networks

LAN’s and WAN’s are not mutually exclusive. In fathey
combine very well together. Many organizations rfeave both, where a WAN
has been created by connecting up a series of LANgood example of this is
the Academic Community. Every University has it8oLAN providing email,
printing, file sharing and other facilities. Theweey University is connected to
the joint Academic Network (JANET) which is a WANMing the length of the
country.

LAN TOPOLOGIES

The application in use, such as multimedia, da@hgdates, e-
mail, or file and print sharing, generally detergsnthe type of data
transmission.

LAN transmissions fit into one of three categories:

U Unicast

. Multicast
. Broadcast
UNICAST

With unicast transmissions, a single packet is f@mh the source
to a destination on a network. The source-nodeesdds the packet by using the
network address of the destination node. The pask#ien forwarded to the
destination network and the network passes thegpaokits final destination.
Figure 2-1 is an example of a unicast network.
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MULTICAST

With a multicast transmission, a single data padcketopied and
forwarded to a specific subset of nodes on the otwThe source node
addresses the packet by using a multicast addfresgxample, the TCP/IP suite
uses 224.0.0.0 to 239.255.255.255. The packeersghnt to the network, which
makes copies of the packet and sends a copy tosegchent with a node that is
part of the multicast address. Figure 2-2 is amgta of a multicast network.
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BROADCAST

Broadcasts are found in LAN environments. Broadcaki not
traverse a WAN unless the Layer 3 edge-routing agevé configured with a
helper address (or the like) to direct these brasidcto a specified network
address. This Layer 3 routing device acts as arfade between the local-area
network (LAN) and the wide-area network (WAN).
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Multimedia broadcast traffic is a much more bardivintensive
broadcast traffic type. Multimedia broadcasts, kenlilata broadcasts, typically
are several megabits in size; therefore, they eackly consume network and
bandwidth resources. Broadcast-based protocolsairpreferred because every
network device on the network must expend CPU sytdeprocess each data



frame and packet to determine if that device is ititended recipient. Data
broadcasts are necessary in a LAN environmenttHayt have minimal impact
because the data broadcast frames that are tnagels network are typically
small. Broadcast storms can cripple a network in tme because the
broadcasting device uses whatever available barkvgan the network.

An example of a data broadcast on a LAN could best searching
for server resources, such as Novell's IPX GNS (@edrest Server) or Apple
Talk’s Chooser application. Unlike data broadcastsich are usually made up
of small frames, multimedia broadcasts are typycsdiveral megabits in size. As
a result, multimedia broadcasts can quickly consathavailable band — width
on a network, bringing a network and its attacheglicks to a crawl, if not
render them inoperable.

Four LAN topologies exist:

. Star (Hub-and-Spoke)
. Ring

. Bus

. Tree

STAR (HUB-AND-SPOKE) TOPOLOGY

All stations are attached by cable to a centrahfpoisually a wiring
hub or other device operating in a similar functiSeveral different cable types
can be used for this point-to-point link, such &selsled twisted-pair (STP),
unshielded twisted-pair (UTP), and fiber-optic aagpl Wireless media can also
be used for communications links.

The advantage of the star topology is that noecakelgment is a
single point of failure impacting the entire netwoiThis allows for better
management of the LAN. If one of the cables dewwlapproblem, only that
LAN-attached station is affected; all other stasioremain operational. The
disadvantage of a star (hub-and-spoke) topolodglidscentral hub device. This
central hub is a single point-of —failure in thiit ifails, every attached station is
out of service. These central hubs, or concensatmve changed over the years.
Today, it is common to deploy hubs with built-irdoeadancy. Such redundancy
is designed to isolate a faulty or failed componenich as the backplane or
power supply. Figure 2-4 is an example of a stab{&nd-spoke) topology.
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Star (Hub-and-’Spoke) Topology

This example demonstrates a star topology withilea derver,
printer, and two workstations. If a cable to oneh# workstation fails, the rest
of the devices are unaffected unless they needc¢esa resources from the
“disconnected” device.

Ring Topology

All stations in a ring topology are considered eaers and are
enclosed in a loop. Unlike the star (hub-and-spogedlogy has no end points.
The repeater in this case is a function of the L&Mched station’s network
interface card (NIC). Because each NIC in a LANwelted station is a repeater,
each LAN station will repeat any signal that is the network, regardless of
whether it is destined for that particular statitfra LAN-attached station’s NIC
fails to perform this repeater function, the entisdwork could come down. The
NIC controller is capable of recognizing and hamgllihe defective repeater and
can pull itself off the ring, allowing the ring 8tabilize and continue operating.
Token Ring (IEEE 802.5) best represents a ringlogpo Although the physical
cabling is considered to be a star topology, ToReng is a ring in logical
topology, as demonstrated by the following figuigkhough physical topology
is a physical layer attribute, the media acceshotktised at the data link layer
determines the logical topology. Token Ring defin@slogical ring and
contention, as Ethernet defines a logical bus. Evieen attached to a hub, when
one Ethernet device transmits, everyone heargaherhission, just as though on
a bus.
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Fiber Data Distributed Interface (FDDI) is anotletample of a ring topology
implementation Like Token Ring, FDDI rings are piogdly cabled in a star
topology. FDDI stations can be configured eitheaasngle attachment station
(SAS) or as a dual attachment station (DAS). SA8scannected to one of the
two FDDI rings, whereas DASs are connected to biots via an A and B port
on the FDDI stations and concentrator. Token Ring BDDI LANs will be



discussed in greater detail in Chapters 6, “TokemgfEEE 802.5,” and 7,
“FDDL.”

Bus Topology

Sometimes referred to as linear-bus topology, Bus simple
design that utilizes a single length of cable, d&tsown as the medium, with
directly attached LAN stations. All stations shdhes cable segment. Every
station on this segment sees transmissions formy @ker stations on the cable
segment; this is known as a broadcast medium. i dttachment stations are
definite endpoints to the cable segment and arewknas bus network
termination points. This single cable segment ldatedf to being a single point
of failure. If the cable is broken, no LAN statianll have connectivity or the
ability to transmit and receive. Ethernet (IEEE 8)2best represents this
topology. Ethernet has the ability to utilize matifferent cable schemes.

= =

LANbde LAN Node

Bus Topology
TREE TOPOLOGY

The tree topology is a logical extension of thes bopology and
could be described as multiple interconnected betsvarks. The physical
(cable) plant is known as a branching tree witlsttions attached to it. The tree
begins at the root, the pinnacle point, and expémtise network endpoints. This



topology allows a network to expand dynamicallyhaonly one active data path
between any two network endpoints.

A tree topology network is one that does not empémps in its
topology. An example of a tree topology networkaisridged or switched
network running the spanning tree algorithm, usufaiind with Ethernet (IEEE
802.3) networks. The spanning tree algorithm desbbops in what would
otherwise be a looped topology. Spanning tree edgp#mough the network and
ensures that only one active path exists betwegtvam LAN-attached stations.

LAN
Node Node MNode Mode

Tree poology



DNS (Domain Name System)

DNS (Domain Name Server) is the system used ierriet to be
able to assign and universally use unequivocal satoerefer to systems
connected to the net. Thus both human users anicapms can used DNS
names instead of the numeric addresses of the tPThes represents great
advantages, among others the fact that it is easigless burdensome for us to
use names and not numbers and it allows an orgamz® make the name of
machines, services, email addresses etc indepefrdemtthe specific number
addresses which working systems may have at a dives in function of
changing elements such as the topology of the mettlze provider of access to
Internet.

Technically DNS is an immense data base distrbbterarchically
throughout Internet: there are innumerable serwshsch interact among
themselves to find and provide for the custometiegipons which consult them
the translation of a name to its associated Plesddrto which the desired
connection may be made. Each part of the datatmssa replica in at least two
servers and this ensures the proper redundancyrfathe reason which
motivated the development and implementation of DiNBiternet was the great
growth in the number of machines connected. PreWoiuthe link between
numbers and IP addresses was made via lists keptahg is a single file
(Host.txt) which had to be constantly updated vaéth new system connected
u[ and to be present in all the computers connectduaternet.

Name Servers:

In large installations, there are a number ofedéht collections of
names that have to be managed. This includes aedrtheir passwords, names
and network addresses for computers, and accdtitiscomes very tedious to
keep this data up to date on all of the compufEnss the databases are kept on
a small number of systems.
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The objective of DNS is to allow the scaling dovinom both the
administrative and technical points of view, of #ystem of Internet names by
means of a hierarchical distribution of delegate@nndins. The domains are
administrative entities the object of which is teide up the management load
of central administrative entities the object of iethis to divide up the
management load of a central administrator andesktaout among the sub
administrators. The latter in their turn may repket process if the volume of
the domain to be administered makes this advisable.

At the first hierarchical level are the “Top LevBlomains” or
TLD’s which are one per country (two letter domawsich correspond to the
ISO-3166 code for each territory) plus the spe@aletter domains: “edu”,
“‘com”, “gov”, “mil”, “org”, “int” and “net”.

Generic Top Level Domains (g TLD)



Generic Top Level Domains (gTLD)

com
int

_net

‘ nrg , '

Country Code Top Level Domains (ISO 3166)

au (Australia), ca (Canada), ch (Schweiz), de (Deutschland); us (Usa), ...
New Top Level Domains (nTLD)

,.aefu; .biz, .coop, ’_.V~5nfo, museum, .name, .pra

One of the conveniences of computer technologyhas it often
masks complex interactions behind a simple humaermence. The Internet is a
perfect example. Everyday, millions of users mawenf Web site to Web site by
simply typing domain names (e.gwww.networksolutions.coin into a
computer’s Internet browser. Yet, unseen and aftgknown to the user, each
entry actually triggers a critical, time-sensitigecess before the Web site can

be accessed.

In order for Internet users to reach a Web dliteir tcomputer must
find the address of the Web server that hosts dsgetl site. Computers locate
one another across the Internet using numberdetiets. For each Web site on
the Internet there is a unigue domain name and naraddress, known as an
Internet Protocol (IP) address (e.g.,205.139®4.6his number, while quite
convenient for the computer to use, is difficult foternet users to remember;

thus the need for domain names.
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WHAT IS CLIENT/SERVER TECHNOLOGY

A client/server system consists of two differemgey of computers,
client computers and server computers that areemed by a network. Users
work at the client computers and pass requestieserver computers. Server
computer controls the information, files, or pragsathat the client computers
require. Both these types of computers have soétwzat meet the specific role
they play in the client/server environment. Althbugis common to refer to a
server computer as the server, in reality the sergéers t o the software
application that servers files, not the computerwdrich it runs. Similarly a
client is a computer that has client software.

Client/server computing is important because ihticdizes the
control of data. Consider a business that takesrsrébr products over the
phone. The company has a server computer, conniegtadhetwork to a variety
of client computers. A database on the server ctenpzontains information
about all the products the company sells, includdagh item’s price and the
number of units in stock. The server software gelent applications access to
this database.

Some of the client computers are used by employdes take
orders over the phone. The client software givesdhemployees access to the
database on the server computer. When an orderscoman employee uses
their client software to se if the item the customants is in stock. If it is, the
order taker hen uses the client software to plaeeotder. The server software
receives the order, accesses the database, sshtnacappropriate number of



units from the total number of units in stock, as@hds a message to a client
computer in another part of the company askindtferorder to be fulfilled.

% - iresponse
Client ‘ :
Query l————.

protocol:
http://, ftp:f/...

server

ADVANTAGES OF CLINET/SERVER TECHNOLOGY

Consolidate data in one place-Users know the sowfc data,
because data is always accessed by requestingont the server, Easy
administration-Administrators can create reportstiom data that is available,
and can track or monitor the use of that dataaddition administrators can
backup and restore data. Prudent use of resourtiéshent/server computing,
processor-intensive tasks is concentrated on anfovgerver computer, freeing
up the processors of slower client computers. Easyectivity- The network on
which a client/server system resides does not hawe a standard LAN (local
area network). You can use a dial-up modem cormedth access a server
computer from a client computer on the other sidd® planet.

WHAT DO | NEED TO GET ON THE INTERNET?

To get connected to the Internet you need a coenpatmodem or
other access device, an Internet service provi@&t)(and software.

Modem: Modems are devices which use phone linesnoect your computer to
your Internet service provider’'s (ISP) host compu#dso called a server) which
is connected to the Internet. The speed of a modetermines how fast
information is transmitted to and from your compwed is measured in bits per
second (bps)(it takes about 10 bits to transmimgle character such as the letter
A). There are faster ways of connecting to therivgeusing ISDN lines, cable
modems and Digital Subscriber Lines (DSL). An ISDike transfers
information at a rate of between 57,600 bps and®Bbps. ISDN adapter
instead of a modem, and some specialized equipthahthe phone company



must install. A T-1 line is very fast connectionedsby web servers or other
computers than need to be connected to the Intathéte time. You can get
internet access through some cable TV networkse®pean be as great as 36
Mbps. Cable access requires a special cable md8ecause it works with your
TV cable, is doesn'’t tie up a telephone line. Cahtedems are always on, so
there is no need to connect.

DSL (Digital Subscriber LineO is another high-sppdechnology
that is becoming increasingly popular, DSL lines always connected to the
Internet, so you don’t need to dial-up. Informatmam be transferred at rates up
to 1.54 Mbps (around 30 times faster than a 56-kibpslem) over ordinary
telephone lines using your existing line. Not gfiés of services are available in
all parts of the country. You need to know typescohnections your ISP
supports.
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WHAT IS GOPHER?

Gopher is a communications method or protocokrétrieving text
and file-based information from the Internet. Degg at the University of
Minnesota, gopher quickly became an Internet stahd&hen gopher was first
developed, the programs that used this methodcfmgssing Internet information
were also called Gopher. Today, programs that hisentethod of retrieval are
referred to as Gopher Clients. The program callegh®@r is also considered a
Gopher client. The Gopher protocol is designedltiwaeasy access to text and
file-based information that is distributed acrosffecent machines on the
Internet. Gopher allows you to connect to remotmmaters known as Gopher
Servers and browse the information that has beedenaaailable on them.
Typically, you use Gopher by starting at a localchiae, and following
connections from that machine out to other souf@ata. At each new machine,
there are often connections to other computerss iRtérconnection of data and
machines was the precursor to what has come talleel ¢the World Wide Web.

THE WEB IS BORN

In March 1989, Tim Berners-Lee of Geneva's Euasp®article
Physics Laboratory (CERN- Conseil Europeen pouRé&herché Nucleaire)
proposed to develop a hypertext system to enaldg edormation sharing
among the High Energy Physics community regarddéske country they were
in.

The three components of the hypertext system were:

A consistent user interface. The ability to in@rgie a wide range
of technologies and document types. Universal msage (Universal readership
enables anyone on the network using a wide vaoétyomputers, to read the
same documents easily.)



In October of 1990 the World Wide Web began tetskape when
the CERN labs began working on the first graphioglertext delivery system
also known as a Web browser. In November 1992 tBRNClist of “reasonably
reliable servers” comprised 26 servers at sitesirmtathe world. In January
1993, 50 web servers were in existence and theaViwbwser was made
available for X Windows systems. In February 1998saic was developed by
Marc Andreessen at NCSA (National Center for Supraputing Applications)
in the United States at the University of lllinois. 1994, Andreessen and some
of the Mosaic team left NCSA to form Netscape witm Clark where they
developed and released a commercial Web browsleddshvigator for free on
the net. In the same year the work of having se@eb access started. Security
was required if people were to provide credit cafdrmation on the Web. To
develop the Web further, CERN turned over the Webjept to the W3
Organization in July 1994.The W3 organization waoiat effort between
CERN and MIT.

WORLD WIDE WEB

The World Wide Web (also known as the Web, WWWd an
sometimes W3) is the area of the Internet thatrbesived tremendous focus in
the last few years. Many people new to the Interingtk that the Web *is* the
Internet. However, the Web is just part of the iné, albeit a very major part.
The Web is made up of “sites”-a site being whememne has placed files that
can be accessed by those connected to the Intdtmefiles are of all different
types — text, graphic, video, sound, etc. — angt #re on computers around the
world. They constitute a vast amount of informatmmseveral subjects.

The files are accessed by using IP addressing arspeaific
protocol called http, which stands for Hypertexafsfer Protocol. The Web
works on the client/server model. You use a clignoigram which passes your
request for information to a server. The serveraioist the information and
passes it back to your client. The client softwthig you use to access the Web
is called a browser. Popular browsers are Netstgpggator and Microsoft
Internet Explorer. With all of these browsers, yman see graphic files on the
Web. There are some text-only browsers, such ag.Lyn

WWW BROWSER

A Web browser is a program that you can use tw ¥Vikes on the
Internet, including images, text, sound and videgraphical Web browser is a
browser that enables you to view Multimedia congerth as images, audio, and



video, on the Internet. The first graphical Webviser was “Mosaic” that was
developed in 1993 by the National Center for Supmputing Application at the
University of lllinois. Mac Andreessen and six t&ll students developed the
program for creating the Mosaic browser while wogkion a university-
sponsored computer project. This program has darngd immensely to
developing and propagating the World Wide Web t® fibrefront of Internet
tools. Mosaic converted the text only WWW into aavieonment that is similar
to Microsoft Windows. With the introduction of Mdsathe total amount of data
transported though the Web increased by a fact@®@f00 within six months.

Toolbar
buttons Window

r_“ controls
]

IsSre - MSN Home Ay SN X e a

. MSNHome | My MSN | Hotrmail I Search | Shopping | Money | People & Chat

i

} Search the Web:
i

i

i

i

I Fatheris Day Gift'Guide

on'tforget about Dad)
©

- e g e
Your World
; why horses - wwhy the '2.

Status bar

WEB SERVER

A web server is the computer that stores web pagesan
application that resides on the server. The compartd the server refer to the
hardware components while the application is thtwsme component. The
server transmits graphics, audio, and video to tmelvsers. Web servers are
also called HTTP servers because they use the Hyper Transfer Protocol
(HTTP) to serve web pages to web browsers.

A connection between the web browser and the welesis called
‘stateless’. This is because when you send a rédoes web page to a web
server by using the browser, the server checkthwalidity of the request for
an HTML document. Then the server sends the regdestb page to your web
browser and the connection is closed. The web l@pwennects to the web
server only when a request for the web page toehmaded or refreshed is
submitted. You can avail of Web servers by payiog them, known as
commercial Web servers. Alternatively, you can treefree Web servers that
are called Freeware, Microsoft Internet Informat&erver (1IS) ® and Netscape



web server are among the most popular commerciblsgevers. Apache® is a
popular Freeware.
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WHAT IS HTTP?

HTTP, the Hypertext Transfer Protocol, is the agpion-level
protocol that is used to transfer data on the WEBIP comprises the rules by
which Web browsers and servers exchange informabeer a TCP/IP
connection. An HTTP server is a program that listen a machine’s port for
HTTP requests. An HTTP client or web client opeAsC®/IP connection to the
server via a socket, transmits a request for ardeat, and waits for a reply
from the server. After the request-reply sequersceompleted, the socket is
closed. So the HTTP protocol is a transactional ®he lifetime of a connection
corresponds to a single request-reply sequencéstkabwn as a transaction.

HOW DOES HTTP WORK?

HTTP Is a request-response protocol.
The request comprises
- a request line

- a set of request headers
- an entity



The server sends a response that comprises

- a status line,
- a set of response headers, and
- an entity.

_Client

protocol:

http://, fep:ff...

~ server

The entity in the request or response can be thotigimply as the
payload, which may be binary data. The other iteans readable ASCII
characters. When the response has been complaedyrdwser or the server
may terminate the TCP/IP connection, or the browaarsend another request.

WHAT IS A URL?

URL is the abbreviation of Uniform Resource Locat@URL is
the global address of documents and other resoortébe World Wide Web.
The first part of the address indicates the prdtaod the second part specifies
the IP address or the domain name where the res@ifocated. For example,
the two URL'’s below point to two different files #te domainyww.nyise.org
The first specifies a file located in the subdioegt“fanny” of the NYISE web
site; the second specifies a Web page that shaaulfbtched using the HTTP
protocol:

http://www.nyise.org/fanny/index.html
http://www.nyise.org/index.html




This part is the name of ttcomputer(s
which have the pages on them, and is
known & the DomairName

http://encarta.msn.com/encnet/features/home.as

I_I_. | |

This part of the address is (almc This part indicates the location
always at the start of a web page the web page on the computer.
address, and most of the time you

don't need to use it.

WHAT IS A SEARCH ENDINE?

A Search Engine is used to find information on khternet when
you don’t know where to start. Search engines allgers to enter keywords to
find Internet sites. Search Engines use “robots“coawlers” to find and index
words that appear on web sites. The Search Enpererhatches the keywords
in the search to the words in its index. The défgrsearch engines that are
available are www.google.com www.altavista.com www.hotbot.com
www.yahoo.comwww.askjeeves.coratc.




METASEARCHERS OR CRAWLERS

Metasearchers or crawlers offer the possibilitydm a search
without having to consult every search robot sapiraThey function as an
intermediary, by passing on the query to the sessbbts and afterwards order
the results.

THIS HAPPENS IN TWO WAYS:

The first type presents the various search robmisther on one
page, each with their own text box. The user sulbsatty chooses a particular
search robot. The advantage of such a page ig/tlhiatan immediately go the
Metasearch page and choose another search robot.

The second type offers the possibility to typeaiquery once and
then indicates in which database of which robotf#, search is to be carried
out. The query is then simultaneously submittethéochosen search robots. The
results are presented either in a long list saatambrding to relevance or as a list
per search robot that is then sorted accordinglevance.
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SEARCHING CRITERION
Quotes

Placing words within quotation marks () createplaase. The
search engine returns a match only when the enfyms the exact word
sequence. Example: “minnesota trade office”

Asterisk
An asterisk (*) is also known as a wild card; iish be placed on

the right-hand side of a word or embedded withwoad. Normally sites require
at least three characters to the left. You can arseasterisk to find various



spellings or related words. Example: expawbuld return matches of export,
exports, exporter, and exporting.

AND operator

Search results must contain all words joined leyAND statement.
Example: commercial AND service.

AND NOT operator

Search result cannot contain the word that follolmes AND NOT
statement.

Example: software AND NOT integrator will find sites about
software itself but eliminate sites about softwiategrator

OR operator

Search results must contain at least one of thelsvained by the
OR statement. Example: distributor OR agent ligesghat contain either word.

Plus
Adding a plus sign (+) directly in front of a wordquires that the
word be included in all search results. Place the pign between two words in

a multiple word search.

Example: export+assistance
Minus

Adding a plus sign (+) directly in front of a womdicates that the
word should not be found in search results, Exangaemerce-chamber

Parentheses
Use parentheses to build complex search quersgsirthorporate

other special words and characters. Example: NAFANER (Canada OR
Mexico) lists sites about either country pertainiadNAFTA.



Web Brows

WHAT IS A WEB BROWSER?

A web browser is a program that you can use tw Vikes on the
Internet, in including images, text, sound and wide

HISTORY

The first graphical Web browser, a program th&t Ieternet users
page through the Web, was “Mosaic”. This prograns waveloped in 1993 by
the National Center for Supercomputing Applicatedrthe University of lllinois.
Mac Andreessen and six fellow students developedhthbgram while working
on a university-sponsored computer project. Theg@m has provided much of
the forward push that has bought the World Wide Welthe forefront of
Internet tools. Mosaic turned the then text only WWhto a point-and-click
environment much like Microsoft Windows by usinglyoa mouse. With the
introduction of Mosaic, the total amount of datansported though the Web
increased by a factor of 10,000 within six months.

WHAT ARE BOOKMARKS?

You can use bookmarks to save the locations of Bitels that you
can revisit. Bookmarks are stored as a list on yamputer. The browser can
access this list when you want to revisit the Wed s

HOW DO | USE BOOKMARKS?

To view a Web site from the list of bookmarks eselthe item that
represents the Web site from the list. The browgbrdisplay the page. Please
note: The bookmark feature is referred to as faerin Internet Explorer and
bookmark in Netscape Navigator
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WHAT IS BROWSER HISTORY?

A built in feature of the browser which keeps eore of the pages
visited by the user with help of the browser.

HOW DO | USE HISTORY?

To view a Web site from the list of History, sdldke item that
represents the Web site from the list. The browskdisplay the page.
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PROGRESS INDICATOR

We have seen that a series of events are firech weeenter the
address of a web page or click on a link. Thesetsvare shown in the status
message field in the lower-left corner of the IExaBples of messages are
connecting to server, web site found waiting fgslye and downloading page.
Next to the status message field is the progresslib& progress bar shows the
amount of the web page that is downloaded. As thentbad moves towards
completion the progress indicator is filled withlao When the download is
completed the progress indicator is empty and sagesdone is displayed in the
status message field.

USING THE BORWSER TOOLBAR

The browser toolbar provides quick access to tiranconly-used
functions of the browser.

The Back button and the Forward Button are quenkigation aids
you “surf” between different web pages on the imé¢r Web pages contain
Hyperlinks that link different pages (and differesites) to each other. As you
navigate between the different pages and web symas, browsing history is
stored and can be accessed quickly using thesensutThe Stop Button will
stop a page from loading in the browser. Use thiemwyou have clicked on a
link by mistake or when the page is having troubkaling. The Refresh Button
re-loads the web page in the browser. This cansee when a page is having
trouble loading. The Home Button will take you teouy home page (for
information on how to set this up, see setting ybame page below). The
Search Button will give you quick access to therdedacility in the browser.
This is usually set to the Microsoft search sitéjoln will appear in a pane on
the right-hand side of the screen. The FavoritesoBwpens your favorites in a
pane on the right-hand side of the screen

FILE MENU

Using this menu one can

New: Opens a new browser window (New>window).
Open: Open a specific Internet address or a local file.
Edit: Edit the current page.

Save: Save the current page



Print: Prints the current page (use Page Setup to chamjmg settings).

Send: Send the page to someone via email.
Import and Export: Allows to import and export browser settings sush a
favorites.

Properties:List the properties of the current displayed pdige,page size, data
created, address of the page

Close: Closes the browser window.

EDIT MENU

Using this menu one can

Cut : One can cut content of the displayed page so tla@ybe copied to
another program.

Copy : One can copy content of the displayed page so ¢thaybe copied to
another program.

Paste :One can paste content.
Select All : One can select all content of the displayed page.

Find : Find specific words on the current web page.



VIEW MENU

Using this menu one can
Toolbar : One can view the toolbars that are available iarit Explorer.

Status bar: One can view the status of the web page being sedes

Explorer bar : One can change the icons on the Explorer bar.
Go To: One can access (back and forward, home pageryisto
Stop : One can stop the current downloading page.

Refresh: One can reload the current displayed page.

Text Size: One can manually change the text Size.

Encoding: One can manually change the encoding of the page.

Full Screen: One can view the browser in Full Screen mode lfalldrowser
controls will disappear apart from a small toolbar)



ATNTET
FAVORITES MENU
Using this menu one can

Add : Add sites to your favorites list.

Organise : Organise your list of favorites by placing thenfafders etc.



TOOLS MENU

Using this menu one can

Mail and news : Access any email or news reading programs you lave
your computer.

Synchronies :Synchronies’ the emails to outlook express if ogufid.
Windows Update :Downloads any updates if available for the browser

Internet Options : One can configure proxy, clear caches, browserrigcu
options.



HELP MENU

Using this menu one can

access the Help for the program.
access online tours of the Internet and supptartfer Microsoft products
get information about the browser (version etc.)

SAVING WEB PAGES

Saving files from the web Saving web pages fo tbay viewed
when you are “offline” or stored on a local driveduite simple if one is using
version 5+ of Internet Explorer. Web page are ugualade up of a lot of
different elements such as text, images, soundvédeb. Internet Explorer 5
saves all the files needed to reproduce the wele pagit appears online in a
folder so things like images will still be presentyour local copy of the file.
Internet Explorer 4, on the other hand, will onawe the HTML file that brings
all these elements together and formats them owéiepage. This means that if
one is using version 4, one will find that any ireagsound, video, and even
some of the functionality and formatting of a sapede is lost.



Program Files
; ] 1 Recycler
o 4. (2 sajan
| s 4 shinu
Tt

Web Page, complete (* htm;* html)

PRINTING WEB PAGES

To print a web page one either click on the pigoh or choose the
file menu and choose print. On click this optior tturrent page will be printed
on the default configured printer (To change psetting one needs to Page
Setup).

NETSCAPE COMMUNICATOR



Netscape’s Communicator, often referred to singdy‘Netscape”
is one the most popular Web browsers. This is dcapbrowsers, which means
that can display graphics as well as text, and uwsed to view interact with
multimedia formats, including sound, video, andeotprograms. The browser
part of Netscape’s Communicator is called Netscapegator.

Netscape communicator also has a built in emaéntl chat,
calendar, messenger. Netscape is almost similbarteéonet Explorer in most of
the features.

S op e e smesaavavva v avUE VA,

tp://home_netscape.com
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Electronic Mall I

INTERODUCTION TO E-MAIL

Electronic-mail or E-mail is the process of sendimgssages
anywhere electronically using the computer and deno Email can be sent and
received according to the convenience of the usgy.number of Emails can be
sent at a time to any number of designated locatiBamail is delivered almost
instantaneously. E-mail is cheap and easy to upectsly for international
messages. The cost of an E-mail is only the pricdeeotelephone connection to
the Internet Service Provider.

WHY USE E-MAIL?

14 It is much cheaper to send an E-mail than a letter.
2. It is much cheaper than a long distance phone call.
3. It saves paper and raises productivity within théfice

environment.

4. Replies can be formulated at leisure and are eassiyt (no
searching for addresses).

WHAT IS AN EMAIL ADDRESS?

An email address is composed of two parts the napere and the
domain in the format username@domain. Each emdikesad uniquely identifies
an Internet user.

The user name is the name you use to login to fost server.
This name is unique within the network. The domasithe unique identifier of a
server on the Internet user.

EMAIL NETWORKS:



Email Networks are nothing but a group of usersowshare
common information with the help of emails. One bacome a part of network
by signing on to the network. After which one widceive or post queries or
information to the user group or the email network.

WHAT IS A MAIL SERVER?

Mail server is software residing on the servieattacts as a
collection point for incoming and outgoing E-maok fthe users that it services.
While the mail server will route outgoing E-mailarpreceiving it from the user,
it will store incoming E-mail till the user's maitlient requests it to be
downloaded and then deleted.

The domain is the unique identifier of a
server on the Internet.

o |
Username@yourdomain.com

The user name is the name you use t‘o
login to your host server. This name is
unigue within that network.

/

Mail
Server

User



WHAT IS SMTP?

SMTP stands for Simple Mail Transfer Protocol.sThrotocol is a
server-to-server protocol that usually operateshim background, and is the
standard way in which mail is transported over T&@Pport 25. SMTP simply
routes the messages from one mail server to another

WHAT IS POP3?

POP3 is Post Office Protocol, version 3. It is ara# protocol that
all allows a user to read and delete mail fromsdever. It differs from IMAP in
which it does not allow email to be manipulatedtiom server, but requires mail
to be downloaded onto the client computer.

POP3 is better suited for the average user ussigghe computer.
POP3 matches the method used by most users tomaé& edownload, read,
delete. In contrast, IMAP, reads, sorts, and makesil available for download.
IMAP allows the user to easily download messagesnfrhis account by
eliminating the need to manage the account size.

WHAT IS MIME?

MIME stands for “Multipurpose Internet Mail Extaans”. It is the
standard for how to send multi-part, multimediad dvinary data using the
world-wide Internet email system. Typical uses ofM# include sending
images, audio, word processing documents, prograngen plain text files.

WHAT IS IMAP4?

IMAP4 is a protocol for reading mail messages fleomail server
over a network.

How does it work?

IMAP4 was designed to make it easy for users toagameading
their e-mail from more than one location or oveslaw Internet connection.
Unlike POP3, which generally downloads all mail ssgges in a user’'s mailbox
at once, IMAP4 only downloads message headers foenmail server. The
main body of the mail messages and the attachmeside on the mail server
until requested. Once requested, the entire messagepied from the mail



server and sent to the user. All mail is storedte mail server until the user
deletes and purges it. IMAP4 provides only headfrmation so that the user’'s
computer does not download all mail at once. Byngjwhe user the option to
request only the messages they want to read, IMAd¢tds mobile users save
time in downloading and reading mail over slow §ink

Users can also create multiple mail folders on ii&P4 mail
server and move messages between the folders. &rkpall messages on the
mail server, users can log into the IMAP4 servenirdifferent locations and
have access to both new and old messages in théifalders.

Benefits of IMAPA4:
- Malil is centrally stored and managed on the maiteseand can be
backed up.

- Users can access mail from any IMAP compliant caerpu
- Users can choose the messages to download.

- Users can retrieve messages form the server if thaye
accidentally deleted the mails. This is possibly @ the user has
not delete and purged the mails.

EMAIL HEADERS.

Emails have headers that provide information ondhgin of a
message and enable you to track and stop junk le-shast e-mail clients only
show the To: and From: headers, which can be e&sijed. The complete

massage headers will look something like:this

Return-Path: [fake@adress.com]

Received: from some.host.com (hostname [xx.xx»X.x

by mydomain.com (8.9.3/8.9.3) with ESMTP id NAA3U56;
Thu, 11 May 2002 10:15:30 + 0530 (EDT)

Date: 11 May 2002 10:15:30 + 0530



From: Spammer [junk@mydomain.com]
To: user@mydomain.com

Subject: My junk message!!

Netscape Mail (ver 4)

Click View from the pull-down menu bar. Then clieleaders and
Select all.

Outlook Express

Open the message. Then click File from the pullddonenu bar
and selected Properties. Another window with twistias displayed. To view the
details, click the Details tab. Cut and paste thaders into the message that you
want to forward.

EMAIL STRUCTURE

To: In this field you can type an address (or savaddresses
separating names with a comma or semicolon) to whioenwould like to send a
email to.

CC (carbon Copy): This will send a copy of the message to the address
placed in this field and other recipients can e the copy was sent.

BCC (Blind carbon Copy): This will send a copy of the message to the
address placed in the field but other recipientdN@I see that the copy was
sent.

SUBJECT line: The subject should be should be short but desegipome
people filter their mail by subject so the subjieoeé should be reflective of the
contents of the message or the message may neatidy the recipient



#: New Message

EMAIL STRUCTURE

(Body): You can type your message in the message fieldy ¢ext from
another program and paste in the message fieldnble@ a document in the
message field. Notice that the font options (cosize, style) become active at
this point. REMEMBER the recipients of your messageg a different email
program may not see text the same way you wrote it.

Attachment: This a feature allowed in a email to attach othié¥sfand
documents such as text, audio, video sound.
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WHAT IS A MAIL CLIENT?

A mail client is a specialized program that isigeed for checking
and composing email. There are several freely abiglmail clients including
the open source Netscape mail and the MicrosoftoGkiExpress.

Advantages of mail client.

When using a mail client, you do not have to beneated to the
Internet. You can connect, download all your emdigconnect, and read the
emails when you want. This is a very nice abilibpyuse a modem at home and
have one phone line. Also, you can compose emgilrae, save it, and send it
later when you are connected to the internet.

Mail clients provide more features than web malch as
integrated spell checking which identifies misspelwords, powerful address
books, and mail filters. Mail clients are fastearthweb mail. When you access



mail by using web mail, you have to wait for thelweerver to generate the next
web page and send the page over the internet éweeyyou click a link or
button. In contrast, mail clients are applicatioms your computer, so the
interface responds quickly to your commands. Soraé dfients allow you to
check and send email from multiple accounts from place.

There are also some disadvantages in using the malient:

To use a mail client, you must install software yamur computer
and configure specific accounts. If you are usingpmputer at a public place,
you will not be able to use a mail client.

A mail client stores mail on your machine. Thisynb& a concern if

you want to keep your communication private. Mdierts are often more
difficult to learn how to use.

OUTLOOK EXPRESS:

Using Outlook Express: Click on the Outlook Exgréson on the
desktop or click on the START button at the lowsdt bf the screen and then
select Programs/Outlook Express.

The list of folders contains folders for:
Inbox: Contains a list of incoming mails received by tiseru

Outbox: Contains a list of mails that was composed offiné is ready to send
and messages that you elect to send later

Sent Items:Contains a copy of messages that one has sent

Deleted Items: Deleted items are temporarily stored here. Rigitkabn the
deleted folder and select to empty it.

Drafts: These are messages composed but which are nottreebhdysent



¥8 Dutlook E zpiess

There aie no contacts to display. Cick
on Contacts to create a new contact.

SENDING MESSAGES:
Click on the send button to send this message.
Start a new message:

On the toolbar, click the New Mail button. Seldwt address of person to send
to.

Type the subject
Attachment: To attach a file click on the attaocbni@nd them attach the file.
Type the your message.

Click on the send icon. The message will be sent.
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WEB MAIL

Allows you to send and check your e-mail by loggin to a user-
friendly web-based interface, similar to that opedaby Hotmail. This can be
particularly useful when away from your home oiicgf This feature allows you
to access your mail from anywhere you can accessvéb. All you need is a
computer connected to the Internet and a web browse



i)
gin=nallode&session_id=3K1KMKgcBi)BMepglw/QttSezn0VUSHFId=26S1t0rd=1 &MsgCnt=Cluser_size=1

Rediffmail

| Total: 17 messages (17 new)
Help

E@ Friends Orfire I” Select all messages BLOCK | DELETE IMOVE to Folder % MOVE

E BB £ mai Addresses
=@ Mobile Numbers
Add/Edit Contact(s)

NETSCAPE MAIL

Netscape mail is a mail client from Netscape.h#is similar
features of Internet Explorer. Like Inbox, Outb®xaft, Sentltems.

It also has features of creating mail accountstt&d one can
download mails.

Almost all the features are similar to Outlook Eegs

EMAIL ENCRYPTION

Encryption of email messages is absolutely necgsgayou send
sensitive, personal, or business information thihoaig open network such as the
Internet. Unless you have been a meditating hefonithe last few years, the
media has bombarded you with the woes of sendimgpempted email. Still,
99% of all email traffic travels though the Interni@secured.

An unencrypted e-mail can go anywhere for thattenatit all
depends on the state of Internet “traffic” that .dAyp e-mail message can pass
through numerous different computer systems erertwtits final destination.
Meanwhile, on some computers though which thosaiimrelayed, there may



be ‘sniffers’ or other malicious software tools.ejhare waiting to copy, alter or
tamper with that e-mail in some way. Some are logkor key words or manes.
Other sniffers are watching for credit card numhrgin passwords.

Email Encryption is the conversion of informati@ata) into code,
to ensure confidentiality. Email encryption, thenencoding email messages so
that only the intended recipient(s) can read them.

DIGITAL SIGNATURES

Most e-mail encryption tools have another elemén. top of
encryption algorithms, they add a digital signatdree digital signature assures
the e-mail's reader that no one tampered with teesage and that it did in fact
come from the author.

To do this, a digital signature combines two pgec&information:

a hash and the author’'s private key. First, ledikk tabout the ‘hash.” The
software creates the ‘hash’ which is a sequenceuaibers (ones and zeros)
unigue to the author's message. The software dosdy first scrambling the
message. Think of it like making scrambled eggs laash browns, mixed up
together in the frying pan. Then the software chascthe scrambled mess down,
digitally that is now think of crunching the scraled eggs and hash brown
potatoes into a small egg cup. That's the hash:stu# that made it into the
small egg cup.

The encryption software can only create one ptessiash from an
original message. However, there could be othesages that end up creating
the same hash. Still, finding those other messagesvirtually impossible.
Though improbable, a person could find a differer@ssage that creates the
same hash. that other message would most liketytiteerish.

This hash cannot be reverse engineered (that ystldy call it a
one-way hash). The digital hash is just like theisched up hash in the egg cup.
There is no way to go backwards. The hash canndiagk to the eggs in their
shells and the unpeeled potato. So no one canhesdigital hash to find out
what the message is, nor can it be used to credifeeeent message resulting in
the same hash. The common length of the hash ibi128

The second step is to encrypt the hash. The awhorypts the
hash using his/her private key. Voila: a digitgmsiture. The reader can decrypt
the encrypted hash using the author's public kele Tintended reader’s



encryption software checks to see if the authoessage creates the same hash.
That ensures that no one has altered the message.

The digital signatures work the opposite way tdirerry messages.
The author encrypts the outgoing hash with his gtevkey. Then the author
sends out his/her public key to allow readers tofywehe hash is right. The
reader would also know that only the author cowddehinitially encrypted and
sent the e-mail. Only the author has the private tkat will make that system
work. The weak link is in the complexity of the kethat a user creates. A safe
bet is to have keys with a minimum of 230 digits.



File Transfer Protocol

WHAT IS FTP

File Transfer Protocol is the expanded form of FTiPis the
simplest way to upload and download files overrtagvork, When downloading
a file you are transferring the file to your comgautrom another computer over
the Internet. You can use FTP to exchange filewdst computer accounts, to
transfer files between an account and a desktogutan or to access software
archives on the Internet. An FTP address is sinidaan HTTP or Web site
address except that it uses the préfix/insteadof http://.

Usually, a computer with an FTP address is deelitad receive an
FTP connection. A computer that is setup to hosb \Wa&ges is referred to as a
Web server or Web site. A computer that is dedddte receiving an FTP
connection is referred to as an FTP server or FEP s

HISTORY OF FTP

1971 — First proposed file transfer mechanism,

1973, Feb — First “official” FTP document which sva protocol for
file transfer between HOSTs on the ARPANET. In tiecument, the primary
function of FTP is defined as transferring filedicééntly and reliably among
hosts and allowing the convenient use of remogestibrage capabilities.

June, 1980 — Specification of FTP

1985 — Standard FTP

WHAT IS A FTP SERVER?

A FTP server is a way off sharing files with atlpeople on the
internet. You setup a FTP server and other pegoiedownload files you have
on your hard disk. This provides you with an easy wff sharing files. A FTP



Server allows Uploading which means a user is sgnfiles to your FTP Server
and Downloading which means a user is transfefriag) from your FTP Server.

Servers offer features that are different from eactother:

1)

2)

3)

4)

File Resume — Allows the client to start downloadanfile from a
specific byte offset. This is important becauseésithe way that
many download acceleration engines work. Insteadelying on
one connection for a single stream of data forfiflee it opens up
four connections. Each file stream downloads aipejuarter of
the file from a specific byte offset to another cpe byte offset.
To another specific byte offset. Other common deeshis feature
on FTP servers are to resume a broken transfien. $fome reason a
download crashes or breads off at some point duheglownload,
the client software is able to make use of thisuieaon the server
in order to be able to resume the file download emwhplete the
file.

OS Integration — Some of the newer and more conepmste
servers out there offer Operating System integnatibat is the
ability to restrict access rights on the FTP seewat its directories
based on domain or local permission. That way, dmiristrator
can set up an account and the FTP server will @3®-€events to
learn of the account creation and hence set upusiee and its
access rights in the FTP server’s user access.

User Accounts — Other servers allow the administrit set up his

or her own permissioning system with users thatatchave access
to your computer or domain. The administrator than go in the

shared directory structure and assign rights to dkar within the

shared files, on what he or she can and cant seether or not

things can be read if seen, written to if read, executed if read.
This feature set gives the administrator a gredegree of control

over the server that he or she administrates.

IP Address Control — These are two parts to theduie set and
many servers may claim this functionality that dat have both
feature sets. On the one hand, this could inditzeé the server
software in question has the ability to define enébrce blocked IP
addresses. By assigning blocked IP addressesdthimiatrator can
restrict problematic clients or hackers from accegthe FTP site.



IF they make a request, they will be summarily ddnioften not
even getting a response. The other feature setdfass to is the
ability to set the server to only pay attentiorréquests coming on
a specific IP. By implementing this feature setnaudstrators can
set up several small FTP servers on the same cempaot have
them each look at requests from a different nicl.chr this way, a
single physical server is used even though it istihg several
different FTP servers.

5) Upload/Download ratios — Much of the time, the adistrator
setting up an FTP server will not want to allow tomch
bandwidth for any one particular task. If the seingea full duplex
file server (that is, a server which people bottoag and download
to), then the strain on bandwidth and be considerdlioo many
people are trying to do too much of one thing. Hwat reason,
administrators can set up a bandwidth ratio to i§pec specific
amount of bandwidth that each direction is allovteduse. They
could separate a 1.5MBps connection so that no thare 5SMBps
is used to upload which leaves 1 full MBps to besdudor
downloading files from the server.

6) Real-time User monitor — Most FTP servers use gitggsystem
that logs the commands that a user executed bust mimeactually
display the commands and actions that are beinguéx@ in real
time. With some more advanced servers, the admatosthas the
ability to call up a display that shows the currdotvnloads and
uploads that are going on NOW. This allows an estep of
accessibility and control to ensure that the FTR/esethat the
administrator is running has been properly corgbland is not
running of its own accord outside specified bouregar

7) Disk Quota Limitations — Many servers that haver ssgpport also
support the ability to set exactly how much spacsex can upload
data to or download form. In this way you can testusers form
using up too much of the available resource podhabno specific
user has too much in the way of resources ovep#rer.

All'in all there are a wide range of FTP serverlaapions out there
from a variety of manufacturers. Whether you aiegiServ-U, Coffeecup FTP,
or any one of a host of other servers, the admai@t needs to make sure that it
offers the features an ability that are right fouyOnce you transition to an FTP



server, it is rather difficult to move to a new as® be careful in which server
you select for your needs.

DOS FTP

Create a dos-prompt Window (Stat button/ prograseséct Dos
Prompt).
Change your PC’s directory to the directory thattams the file you wish to
upload (ie"cd c :\")
Type “ftp” at the dos prompt and press enter
Type “open yourdomain.com” or the ip address ofdbever and press enter
Type in your username (do not include the “@dot-t@xtension) and press
enter
Enter your password and press enter

S>tp
p> open 282.71.129.45

DOS FTP COMMANDS

COMMAND FUNCTION

help Displays DOS FTP help.

ascii Sets transfer mode to ASCII (for text files ad HTML pages).



binary Sets transfer mode to BINARY (for graphics ad sound files).

cd Changes working directory on the remote computer

delete Deletes files on the remote computer.

disconnect Breaks the ftp connection but keeps FT&lient open.

get Copies a remote file to the local computer usinthe current file
transfer type (the local dir is the one your launcked FTP in or
changed to with the ics command).

icd Changes the working directory on the local comgpter.

is Displays list of remote directory’s files and sb-directories.

mdelete Multiple delete of files.

mget Copies a remote directory.

mkdir Creates a remote directory.

mput Copies multiple remote files to local computer
put Copies a local file to the remote computer.

rename Renames remote files

CUTE FTP

Choose Site Manager from the File menu. Choosehfoider you
would like the Site Profile to be in (possibly metGeneral FTP Sites folder) and
click on the Next fill in the following fields:

Label: Whatever you want to name the site profile

FTP Host Address: yourdomainname.com

FTP site User Name: Your username



FTP site Password: Your password
FTP site Port Connection: 21
Set the Login Type to Normal

Then click on Connect

tlhnm for CuteF TP Download Si

CUTE FTP

Once you are logged in, the left window is the Ldaséndow and
the right window is the Remote Window. In the Reen@tindow, you will be
logged into the Home Directory; open up the DonRirectory to which you
want to upload your site. Then, choose the filetheaLocal Window you want
to upload and click and drag them to the Remoteddiin The next time you
need to upload to the site, simply choose Site idan&om the File menu and
click on the Site Profile and click Connect.
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CAPE Texas, LP. - CuteFTP 5.0 XP

s Not connected - Glob

My Received Files
reenarp

BROWSER BASED FTP

Using Internet Explorer to upload is easy. In #uglress bar type
ftp:/ username:Password@yourdomainname.cobhis will log you into the
Home Directory. From here open the folder for thaain Directory to which
you want to upload. Once in the Domain Directoiy@y click and drag the
files from your computer into the Domain Directory.




tp:/Zpristol: pristol@prisol.net/ - Microsoft Inteinet Explorer

€ tp:f{Usemameipassword@macalumnet)

macallum.net

Server: macallum, et : cheezwiz.ad... frame.inter... hawk.media... supportdoc theasyfu'n....

User Name:
| Youhave logged into dirsctNIC Al hawksasylu... java.intern... macallum.net theasylum.... thenewasyl...
| | activity to and from this server is :

2It:;gged.

7 Fn0d112039482002l.ogged pr ey

From 204.251. 2. 76 : = - monkey.the... polaris.then... spot.intern... thenewasyl... tips.internet..,




Telnet

WHAT IS TELNET?

Telnet, which stands for Telecommunications Nekwois a
protocol that provides a way for clients to conngctservers on the Internet.
Users can use Telnet to communicate with a renogfie kervice.

THE TELNET PROTOCOL

The Telnet protocol provides a facility for remadtsgins to a
computer via the Internet. The telnet server cass pa the data it has received
from the client to many other types of processudirig a remote login server. A
user with a simple terminal that uses the telneig@m which is the client
program, runs a login session on a remote compiiee. remote computer
handles the communications needs of the telneeserogram.

HOW DO | START A TELNET SESSION AND LOG IN TO
MY ACCOUNT?

1. First, make sure you're connected to the interifeyou are on
campus at a computer with a direct internet conoectthis
shouldn’'t be a problem. If you are at home theraldisth an
internet connection before continuing.

2. Press the Start Button in the lower left cornerntted screen and
choose Run.
3. In the Run dialog box, type these words, all lowase:

telnet IP number of the server Press Enter. Yol seé a login
screen login:



4. Type your login ID.

5. Press Enter. It will ask you for your password;gymur password
and press Enter. NOTE: you will NOT see the textesp, or your
cursor move, when typing your password. This ismarand helps
make your account more secure.

eicome to Linux 2.2.6.

‘shravana login: Fuprabs

Password: _

fHinux 2.2.6. ; : ‘

ast login: Tue Apr 01 15:55:36 20083 on tiyp2 From

oy have mail.
hravana:"™$

HOW DO | START A TELNET SESSION WITH NETSCAPE

1. First, make sure you're connected to the interifeyou are on
campus at a computer with a direct internet conoectthis
shouldn’'t be a problem. If you are at home theraldisth an
internet connection before continuing.

2. In the Go to: type telnet IP number of the server

Press Enter. You will see a login screen

login:
3. Type your login ID.
4. Press Enter. It will ask you for your passwdsghe password and

press Enter. NOTE: you will not see the text appeayour cursor
move, when typing your password. This is normal heljps make
your account more secure



etscape.com/ - Netscape

— == wwrw AFOFORTD

WHAT IS TERMINAL EMULATION?

Terminal emulation is the ability to make one caomep terminal,
typically a PC, appear to look like another systd@ime other system is usually
an older system. Terminal emulation is useful wiaenser wants to access
programs that were originally written to communécatith the older system.
Terminal emulation is also used to give PC useesathility to log on and get
direct access to legacy programs in a mainframeatipg system. Terminal
emulation requires installing a special programtbia PC or on a local area
network (LAN) server to which it is connected. Tgally, an enterprise with
mainframe computers installs a terminal emulatiorogpam in all its
workstations or LAN servers. Workers can work Ibcalith Windows, other
PC or workstation applications and simultaneougig¢roa window and work
directly with mainframe applications. The termieahulation program runs like
any other workstation application as a separatgrpro task providing its own
window to the user. Unlike the graphical user ifsee (GUI) of other
applications the terminal emulation window preseatsext-only interface to
some particular mainframe operating system or eaftin. Different terminal



emulation is required for specific types of ternsna for example, the I1BM
3270 display terminal, the AS/400 5250 display teah) or DEC’s VT100
terminal.

WHAT IS USER AUTHENTICATION?

User verification in any system for determiningdarerifying, the
identity of a remote user is called authenticatideer name and password is a
simple form of user authentication. On success#ulfication of the same the
user will be able to access whatever he is auteetiz do so.



User and Internet Relay Cha 10

WHAT IS USENET?

A Usenet is an enormous bulletin board type of iagisg system.

People can exchange messages that are availableydme who wants to read
them on the Usenet. The messages are divided liatgpg according to subject.
The groups are most often called newsgroups, dgmugroups, or forums. The
messages on the Usenet may be about any subjestmE&ssage may ask a
guestion, open a discussion, or it may be a rephnbther message. There may
be a group of messages that started with one guedthe group referred to as a
thread, consists of re[lies to the question, theplies to the replies, and so on.
The Usenet is organized into sections and subsectibat help in keeping
related messages together.

ORGANIZATION OF NEWSGROUPS

Newsgroups are arranged into hierarchies and angaoainvention

is used for the hierarchies. In this method of oizgtion; each newsgroup has a
two-or-more-part name. The first part of the nawien called the top-level,
gives the main area of interest and each subsegaendf the name narrows the
focus of the subject. For example a newsgroup thighname rec.music.reggae
would tell you that that the group has to do widlcreation. The second part
would tell you that it has to do with music, ane third part would narrow the
focus to reggae. There are “main” hierarchiesgdathainstream hierarchies and
“non-mainstream” newsgroups.

Top-level names of the mainstream newsgroups:

comp — computers (hardware, software, networksaldetes,
languages, etc.)

humanities — literature, fine arts, etc.

misc — those groups that don't fit anywhere elsg, b

still belong in the mainstream groups

news — having to do with Usenet news itself



(administrative issues, FAQs, announcements, geméoamation,
guestions and answers)

rec — recreation (sports, hobbies, arts, entertaiinetc.)

ScCi — science (science, research, engineeringicimecetc.)

soc — social (issues, politics, culture, cultuegializing — but not
chit-chat!)

talk — debates and discussions (politics, religarvironment, etc.)

ORGANIZATION OF NEWSGROUPS

Top — level names of non-mainstream newsgroups.
alt — those that clearly don’t belong in the mgiiaups;
no restrictions on what these can be

bionet — biology

biz — business product information

be — German language and culture

va — Virginia

umich — University of Michigan

In addition there are some fee-based newsgroupsfee is paid by
your ISP to maintain the groups at its site. Yowavjler may or may not pass a
fee along to you for accessing the groups.

Two such top-level hierarchies are:

clari — Clarinet subscription service; UPI feedslumnists, stock
reports scores
msen — subscription service; Reuters articles

NEWS SERVER

A news server is a computer with software whicterees news
articles of Usenet’'s newsgroups from other newgeser propagates them to yet
other news servers, stores them locally for a cepariod of time, and provides
them to news readers that connect to it. It alkmwal news readers to post new
articles which it stores and propagates as well.

The propagation of news articles is configuredhat feeding or
sending news server. This means that each newsrdsag a list of other news
servers to which it propagates news articles. Thpggation is not done to those



news servers that already have the name of thenfgedws server in their Path:
header. This in turn means that to operate a newisyou’ll need to find an

operator of an already working news server whoiikng to feed you or include

your news servers is feeding.

The news server software that is installed onnéhes server must
provide an effective means to store and deal wiibles. It also has to take care
that old articles are deleted regularly or expgedhat there is enough space on
the hard disks to store new ones.

=~

IWIJEWS Ser‘uer"

WHAT IS ONLINE CHAT?

Online chat is a method by which two or more cotaepwsers
connected to the internet communicate with eaclkeratnreal time. When you
chat on the Internet, you “talk” to others usinguydkeyboard to type text
messages. Although there are different types efrhet chat, they all follow the
same basic principles, Typically the users will mect to a chat server using a
chat client and meet in a chat room. A “chat roasa virtual environment
where chatters gather. Once the users are in time &hat room, they can
converse with one another by typing messages imindow where all of the



other users in the chat room can see the messaggefSations are then carried
on by reading the messages entered by the othes irs¢he chat room and
responding to them.

WHAT IS A CHAT SERVER?

A chat server is a specially equipped computemeoted to the
internet that allows users with chat clients towase with one another through
typed messages in real time. There are a great ewaflchat servers which let
users connect for free. Some of the more populat cervers are dal.net,
under.net, etc.

INTERNET RELAY CHAT SOME BACKGROUND ON IRC

In 1988, Jarkko Oikarinen of Finland developed rindti-user text
chat program known as IRC. IRC was not the begmoihtext chat but it was
the beginning of a global network, known as EFNEINET allowed physically
dissimilar computers to link together for the pwpamf text chat. Today, there
are more than 50 known ERC networks. That numberrhatured as IRC’s
popularity soars and new, user-friendly softwanads the creativity of sound,
video, animation, and real-time file transfers $o u

IRC CLIENTS AND SERVERS

Accessing IRC is an example of using specializ#tivare, called
a client that allows your computer to access amatbenputer, called a server.
The server is a program that processes your IRt requests for information
and allows you to utilize the server's resourcesu Yan chat with other IRC
users, as well as exchange files with them.

There are numerous IRC clients available, in easifor Windows
and Macs. These software packages are freelyligdd at many sites on the
Internet that offer shareware and freeware progravitglern chat clients take
the work out of IRC, which used to require the kiemlge of basic and advanced
commands to access resources on remote comput@rdowg and Mac IRC
client commands have been transformed into meracts@hs, mouse clicks, and
information windows. To use IRC you need to knovydhe name and port of
the server that you want to connect to. Your IR€ntlwill use this information
to access the resources of the specified remoters@rhis connection will bring
you together with other computer users who haveaobed the same server and
port. Ports are access points to a server. Yowsara port to talk to anyone on



the same server. Some ports carry heavy trafficreall servers have multiple
ports.

IRC NETWORKS

EFNet the largest IRC network, accommodates uptda® clients
at a time. EFNet has approximately 84 servers trtkgether. The second and
third largest existing networks are the UnderNet BalNet. The EFNet located
in New York, UnderNet in Los Angeles, and DalNeBallas comprise the ‘Big
3’ in the IRC world. If something smaller appeats you, then most IRC
networks will suit you better than the Big 3. Thember of people who can
access small IRC networks ranges from 2 to a femdhad people. You can
even find networks that suited to your interests, gxample, family-oriented,
technical, hobbies, adventure, and role-playingegmm

USING IRC

To use IRC, you need to install client softwareyoar computer.
Next you need to use your Internet connection taneot to an IRC network.
After you are connected to an IRC network, you salect a channels to join. A
channel is like a room, where you can talk in ggoapin private conversations
to any number of people. You can also leave at tang and join another
channel. While IRC is anonymous, it is not desigtedide you form other
people. Also, when you are talking to people youndbknow and you have no
way of knowing if what they are saying is true ot.r5o use some caution when
using IRC. Remember that IRC as a whole is un natddr although each
channel is controlled by a channel operator, who faace people off the
channel. People can and will say things that wibck and offend you. Some
channels will be calm and others will be chaoticydu don't like what's being
said in one place, you can move on to another. &eubound to find people
with whom you can enjoy pleasant conversation. #snsas the last person
leaves a channel, it no longer exists. So a chazarebe uninteresting to you on
one visit and just the place you want to be on larovisit, because it's an
entirely new channel.
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#linux End of /NAMES list.

IRC commands start with a slash. Here are a few exaples:

/nick — sets your nickname

/list — gives you a list of channels on the server
/names — gives you a list of nicknames being used
/help — gives you help information

/join — joins a channel

/part — leaves a channel

/whois — gibes you user information All channel manbegin with
a pound sign (#) or an ampersand (&), for exan#ettub.

SMILIE

Smilie | Description Smilie | Description Smilie Description
-) smile -> sarcastic gl angry

=) wink ) laughing or| :-( weeping




double

chin
") laughing teai -)=) grin }-) evil
:-D laughing -} wry smile @ angry
:-P tongue -( sad, angr 0] talking
-< Sac -1 indifferent/sar | :-X mute
-0 surprised/shocke | =:-) shocke: 0:) halc
-3 has eaten alem | :-/ sceptice -Z sleepin
?- sorry, | don’ =X kissing -* sorry, | didn”
know what went want to say|
wrong that
) drunk (red nost | %-) stared too loni| #-) monitor deac
at
-) one-eyec X-) unconsciou: -Q smoking
) balc --) punk <:-) stupid questic
(donkey’s hat)
:-)-8 big girl <\-) chines @) arab
8:-) little girl -) wearing glass¢ | [:-] robot
N side viev 8-) wearing glasse| B-) horr-rimmec
/ glasses
wide-eyed grin
B:-) sunglasses ¢ _0) aquanat <) moustach
head
(-: left-hande: {:-) wig -E vampire
-l vampire ) happy :0) boxer's nos
) (what should w | [:] robor ] gleep, friendl
call these?)
=) variations on i > (what? @ (what?
theme
:D laughte A hmmm.. ( sad
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WHAT IS WEB PUBLISHING?

At its most basic level, web publishing consistsmaking various
computer files available to Internet users throtlgh World Wide Web. These
files may be of several types:

Plain text (.txt)

Hypertext (.html)

Multimedia

Graphics (.gif or .jpg)

Audio (.wav .au .mid)

Video (.mpg or .mov)

Scripts, Java applets of other Web program filegi (class .js .asp)

Files in proprietary formats (.pdf .doc)

Downloadable files (.exe .zip)

WHY PUBLISH ON THE WEB?

In recent years, the World Wide Web has becomeptimary
system for distributing information on the Internk$ growth in popularity has
been the result of its ability to incorporate gragtand other multimedia effects,
the development of robust software tools such atsddpe Navigator and
Microsoft Internet Explorer to access a varietyfilef formats, and its flexibility
in incorporating new technologies. Publishing oe theb can be an effective
way to disseminate almost any kind of information.

WHAT IS WEB SITE HOSTING?

Web site hosting is an Internet-computer that figiour Web site,
and sends copies of it to whomever makes a reqoesse it. Your Web site is
an interconnected group of computer files that @ontext or images. In many
ways, the files composing a web site are similaryéar word-processing
documents, and exist on the designer’s hard disk.tlte world to view these
web pages, copies of these files are placed ordhe disk of a server that is
operated by a Web hosting company or service. 3ériger is a computer that is
connected to the Internet 24 hours a day, 7 daysek. The connection is of



very high-speeds. This high speed is required lmvahundreds of people to
simultaneously view web pages on that computeraddition, the web host
computer must run special software. This softwamenects a specific domain
name such asww.myinn.comto the appropriate group of web pages.

COMPONENTS OF WEB PUBLISHING

1. Web server. It is compulsory that at an individoal enterprise
subscribes to an information system service pragdiccess to the
internet. Organization which have substantial cotmguresources
can set up their own HTTP server and connect tantieenet.

2. HTML authoring tool. To compose the Web pages aimaing
tool is needed. Web pages are made of HTML whicnisASCII
text file consisting of HTML tags. Common text exlg can be
used for this task. To create commercial or morengiwated
HTML, such as multimedia Web pages, a higher fametiity tool
such as Perl.

3. Web browser. Web browsers are client software whar be used
to navigate and access the large volume of Webspatgeged in
different Web servers on the internet. The browseestext and
graphics-based, however the later is more prefdoemhuse they
can display graphics and icons which are more Usersdly. The
most commonly used Web browsers are Netscape Coioaton
(Netscape Communications 1998) and Microsoft IrgeExplorer
(Microsoft Corporation 1998).

DESIGNING WWW DOCUMENTS

The World Wide Web provides a easy way to makermétion
available to a wide audience. When you decide tarb&nformation provider’
using the Web, there are many design issues tadmnsefore you actually start
entering the information into a document and addimg codes to make the
information readable by a Web browser.

Some of these issues are:

Structure



Typically, your information will be presented ingseents, called
pages. The structure of your information systenthess way these pages are
connected. Some common structures are a sequerere Wie information is
meant to be read form the beginning to the endrié \yghere connections
between pages does not make a regular patterra aretarchy where a parent
page provides access to a number of different segse Each of these
structures has advantages, and will be approdoatifferent projects.

Audience

You can provide information that caters to specifeeds of the
audience, such as a novice level and an expert. [€he information can be
structured to provide alternate views of the infation.

Ergonomics

This means making your information easy and pldatarread
from a computer monitor. Studies have shown thapleedo not like to do
sustained reading from a screen. It is usually tha¢ people will be happier to
see the information they want immediately rathemntiaving to hunt for it.
Therefore, you will want to structure your inforneet so that the person
retrieving it will see the pertinent information éime screen, without scrolling
for it. Information designed for paper publishingyrhave to be rewritten so that
it is suitable for on-screen presentation. The Wakide Web provides an easy
way to make information available to a wide audeené/hen you decide to be
an ‘information provider using the Web, there arany design issues to
consider before you actually start entering thernmfition into a document and
adding the codes to make the information readapke Web browser.

Long Term Considerations

Besides the initial effort of preparing the documserio be
published, a Web site requires a long term comnmitnfer maintaining the
documents. This maintenance is required becausénfofmation changes,
structure changes, revisits by users.

Information Changes

Information is useful only when it is current. Qated information
leaves a very poor impression on those who vigiir \gite. So, keeping a web



site current will require constant attention to imgksure the information
contained in it is correct and up-to-data.

Structural Changes

Once you have set up many files, linked to eatierptit becomes
more difficult to make changes without leaving paof your site “stranded”.
This can be particularly problematic when the avagidesigner of a site leaves
the organization and someone new must take ovanni?ig for this eventuality
may save considerable effort later.

Revisits by Users

Users who have visited your site may have book sthrik for
future reference. If you remove your web site thiba next time that the
bookmarks are referenced the user will be met wieghresponse that your site
does not exist. This is not good advertising. Sakensure that you are fully
committed to ongoing maintenance of a web pagerédfosting your Web site.

HOW TO SUBMIT A SITE TO A SEARCH ENGINE?

Everyone with a site should at least start by irdliglly submitting
their home page and/or other main pages to a dozao of the main Search
Engines.

The technique one would use is.

1. Go to the home page of the Search Engine and twok link called
“Add URL” or “Submit a Site.”

2. Click on this link then look for a link to a Hel@ge. The difficulty
here is that each Search Engine seems to havanitisrules. They
might be confusing but not unfathomable.

Here are some basic questions to find answers tofbee submitting to
a search Engine:

1. Does it require just one submission of the homeepagwill it
allow submission of other main pages or even alghges in the
site?



2. Does it index content or meta tags? Before submgittio any
Search Engine that uses Meta Tags, spend somederedoping
good ones for your pages.

3. Do you have frames in your site and does the Sdamgmne index
sites with frames? (A few do, most don't)

4. Is it directory-type Search Engine (like Yahoo)tthaquires the
person doing the listing to find the correct catégp

WEB PUBLISHING TOOLS
Macromedia Dreamweaver

http://www.macromedia.com/software/dreamweaver/

Macromedia Dream weaver is both a “visual HTML”
(WYSIWYG) and HTML source code editor. Dreamweasapports table and
frame creation though a drag-and-drop environm@ascading style sheet
(CSS) standards, CSS-P (CSS positioning), Netstagers, and Java Script
including image rollover effects, and animationgnBmic HTML can be saved
for 3.0 and 4.0 browsers. Dreamweaver also incligese site management
capabilities. Two of the most noteworthy features lenk checking or editing
and a library for commonly used content. Dreamweaige provided by
Macromedia Inc. and is available for Macintosh &viddows 95/NT.

Net Objects Fusion

http://www.netobjects.com/

Net Object Fusion is unique in that it offers atésriented
approach” rather than a simple WYSIWYG page editonther words, it allows
users to visually map out the site structure, nglkbal changes, automatically
update links, and construct and organize indivichedes without using HTML
or Dynamic HTML coking. Database publishing is alapported, although
support varies according to platform. Once the isitdesigned, the entire site
structure, including the HTML pages, is generat@thfa Net Objects database.
Net Objects Fusion is provided by Net Objects, lmad is available for both
Macintosh and Windows 95/NT.

DOCUMENT MANAGEMENT



Every firm must have and manage evidence — thef b their
actions, such as dealing with clients, custometgrdirms, other firms, etc., as
well as the other way around. In short, every fgshould be able to prove all
their actions were done efficiently and effectivelJhat's why in many
companies, thousands and even millions of documeaie been accumulated
and more documents are added daily.

As the time is passing, more and more the proohesing from
traditional paper documents to electronic media, edectronic documents
management is a significant part of any agency&snass operations. But, it also
means that no single medium now holds all the decus relating to an
agency’s business activities. If electronic docutmaanagement is not done to
the full extent and/or not all traditional recomdanagement disciplines for paper
documents are applied to electronic documentgntresult in:

1. confusion between different versions of a document
2. loss or destruction of documents that should bé kep
3. guestionable authenticity, because of possible podation of text

in electronic documents

4, loss of context of documents due to lack of linkiofy related
documents
5. document inaccessibility because of technologibahge in record

management software or records storage media

Which is naturally a consequence of inadequate rmeat
management model an business record retentionypalnd not due to creating
and keeping documents in electronic form

DOCUMENT MANAGEMENT

Modern digital technology has created a situatitvene documents
are easily copied and transferred from one mediamariother. Electronic
document imaging is the conversion of paper doctsnero electronic images
on a computer. Electronic document archival andenetl provide conditions
for:



Improved, instantaneous and more efficient, accéss
documents, records and evidence than ever before

Preventing misfiling and loss of documents
Reducing indexing time
Conserving storage space.

In addition to the above, electronic document imggsystems
keep an exact scan of every original documentgptiotg them
from wear and tear as well as preserving the fagihes.
Electronic document management saves valuable time,
increases work productivity, reduces distributiorosts,
enhances security and improves public service.



HTML | 12

The Web depends on Web page authors and vendaiggsltlae
same conventions for HTML. This has motivated joirdrk on specifications
for HTML. HTML was originally developed by Tim Beens-Lee while at
CERN, and popularized by the Mosaic browser deedogg NCSA. HTML 2.0
was developed under the aegis of the Internet Eeging Task Force (IETF) to
codify common practice in late 1994. HTML+ (1993)daHTML 3.0 (1995)
proposed much richer versions of HTML. Despite metaving received
consensus in standards discussions, these drafts the adoption of a range of
new features. The efforts of the World Wide Web &wotium’s HTML Working
Group to codify common practice in 1996 resultetHiiML 3.2 (January 1997).
Most people agree that HTML documents should wosgkl w&cross different
browsers and platforms. Achieving interoperabilibpvers costs to content
providers since they must develop only one versioa document. If the effort
to standardize is not made, there is much gremterthrat the Web will devolve
into a proprietary world of incompatible formatstimately reducing the Web's
commercial potential for all participants.

Each version of HTML has attempted to reflect gre@bnsensus
among industry players. This attempt ensures thatihvestment made by
content providers will not be wasted and that tldeicuments will not become
unreadable in a short period of time. HTML has bdeweloped with the vision
that all types of devices should be able to usermétion on the Web: PCs with
graphic displays of varying resolution and coloptths, cellular telephones, hand
held devices, devices for speech for output andtinpomputers with high or
low bandwidth, and so on.

ACCESSIVILITY

As the Web community grows and its members difseiisi their
abilities and skills, it is crucial that the undemng technologies be appropriate to
their specific needs. HTML has been designed toem#keb pages more
accessible to those with physical limitations. HTMlldevelopments inspired by
concerns for accessibility include:

Better distinction between document structure @nesentation,
thus encouraging the use of style sheets inste&tTbfL presentation elements



and attributes. Better forms, including the additad access keys, the ability to
group form controls semantically, the ability toogp SELECT options

semantically, and active labels. The ability to ko@r a text description of an
included project. Anew client-side image map medrarthat allows authors to
integrate image and text links.

The requirement that alternate text accompany @namnd image
maps. Support for the title and language attribotesll elements. Support for
the abbreviations and acronyms. A wider range fetamedia, such as True
type Font, Braille, for use with style sheets. Betiables, including captions,
column groups, and mechanisms to facilitate nooalisrendering. Long
descriptions of tables, images, frames, etc. Asthoho design pages with
accessible issues in mind will enable the accddgilmommunity to use the
pages. In addition, the accessible pages will biefrem well-designed HTML
documents that distinguish structure and the ptasen of information will
adapt more easily to new technologies.

HTML is a very simple SGML-based markup languabat tis
complex enough to support basic online formattingd goresentation of
hypermedia documents. HTML documents use tags dxate formatting or
structural information. A tag is a left angle bratk<) followed by a directive
and zero or more parameters followed by a righteabgacket (>).

DOCUMENT LAYOUT

An HTML 4 document is composed of three parts:

1. A line containing HTML version information
2. A declarative header section that is delimitedhi®yHHEAD element
3. A body section which contains the document’s actaatent. The

body may be implemented by the BODY element or the
FRAMESET element.

White space that includes spaces, new lines, &aiis,comments
may appear before or after each section. The heddady sections should be
delimited by the HTML element.

Here’s an example of a simple HTML document:



<HTML>

<HEAD>

<TITLE>MY FIRST HTML DOCUMENT </TITLE>
</HEAD>

<BODY>

<P>HELLO WORLD! </P>

</BODY>

</HTML>

Output : on screen
Hello world

TITLE

Every HTML document should have a title that prafidy consists
of about half a dozen words that declare the doatimpurpose. Titles are not
displayed as part of the document text, but afeeradisplayed separately from
the document by most browsers at the top of thelewin The title of the HTML
document is also used for identification in certaitimer contexts. The title
generally goes on the first line of the document.

For example:
<title>This is my document. </TITLE>

The directive for the title tag is title which gelf explanatory.
There are both starting and ending title tags. @héing tag is similar to the
starting tag except for a slash (/) that precedbe directive, for
example:</TITLE>. HTML is not case sensitive. Tiieans that both <title>
and <TITLE> are the same.

HEADER

A heading element briefly describes the sectiat thintroduces.
Heading information may be user agents, for exanpleconstruct a table of
contents for a document automatically. There areleavels of headings in
HTML with H 1 to indicate the most important and 6 the least. Visual
browsers usually render more important headingdarger fonts than less
important ones. Authors should not choose a heddired based on the font size



commonly used by visual browsers. The heading Islielild be chosen based
on the importance of the heading and the placemehe document.

Headers are displayed within the document, gereusiing larger
or bolder fonts than normal document text. H1 tgfotH3 are the commonly
used headers.

Here is an example level 1 header:

Here is and example level 1 header:
<H1>This is a |l evel 1 header. </H1l>
Here is an example level 2 header:

<h2>This is a | evel 2 header. </h2>

Output : on the screen

This is a level 1 header.
This is a level 2 header.

BLOCK ORIENTED AND INLINE ELEMENTS

HTML elements that appear within the BODY sectare of two
types: “block-level” and “inline.” Inline elementge also known as “text level”
elements. Block-level elements typically contairdine@ elements and other
block-level elements. Inline elements may contanty adata and other inline
elements. Compared to inline elements, block-leatlements, create “larger”
structures and are formatted differently than mlelements. When displayed in
a HTML page, the block-level elements begin on tiees.

LISTS
Formatted lists can also be created using HTML.tddge three
main types of list that can be used are orderdd &sd unordered lists and
definition list. An ordered is numbered ligthereas an unordered list is bulleted:
(a) OL —Ordered list
(b) UL — Unordered list
(c) DL — Definition List

output : on the screen



Example for Ordered list:

1. Ordered list

Example for Unordered list:

. Unordered list

Example for Definition list:

. Definition List

ORDERED LISTS
<OL> - Designates the start of an ordered list
<LI> - Designates and item in the list.
</OL> - Designates the end of an ordered list.

The ordered list starts with a value 1 if not speéied.
Example

<ol>
<li>This is how it looks
<li>This is how it works
<li>This is how we all learn
</ol>
Output : on the screen
1. This is how it looks
2. This is how it works

3. This is how we all learn



UNORDERED LISTS
<UL> - Designates the start of an unordered list
<LI> - Designates an item in the list.
</UL> - Designates the end of an ordered list.
Unordered lists provide bullets for each of the itens by default.
Example
<ul>
<li>First Item
<li>Second Item
<li>Third Item
</ul>

Output : on the screen

o First Item
o Second Item
. Third Item

DEFINITION LISTS

<DL> - Designates the start of a definition list.
<DT> - Designates a definition term.
<DD> - Designates a definition to go with the défon term.

</DL>- Designates the end of a definition list.



This works only on some browsers
Example
<dI><lh>Team
<dt><b>Project Manager</b>
<dd>Rahul Kumar
<dt><B>Team Leader</b>
<dd>Shashank Gupta
<dt><B>Programmer</b>
<dd>Anil Sharma
<dt><B>Programmer</b>
<dd>Anil Kumar
</dI>

Output : on the screen
Team
Project Manager

Rahul Kumar
Team Leader

Shashank Gupta
Programmer
Anil Sharma

Programmer



Anil Kumar

BLOCK-LEVEL ELEMENTS

ADDRESS

The ADDRESS element provides contact informatiom
document or part to a document. The informatiorvigied by the ADDRESS
element may include the names of the document'staiaers, links to the
maintainers’ Web pages, e-mail addresses for feddIpmstal addresses, phone
numbers, and so on.

Example:

<ADDRESS>Maintained by Vijay

<A HREF="mailto:vijay@abcd.com”>

vijay@abcd.com </A></ADDRESS>
Output : on the screen

Maintained by Vijay

BLOCKQUOTE

The BLOCKQUOTE element defines a block quotatidmlike
inline quotations, block quotations may containckievel elements such as P
and TABLE.

Example:

<p>This is a test document for the HTML page yon kay in the
same content and check the page in the
browser</P><BLOCKQUOTE>and </BLOCKQUOTE>

<P>You can continue to work with HTML because it is
interesting.</P>
Output : on the screen



This is a test document for the HTML page you cayik the same
content and check the page in the browser

and

You can continue to work with HTML because it igeiresting.

DIV — DIVISION

The DIV element defines a generic block-level covgg allowing
authors to provide style or language informatioblticks of content.

Example:

<DIV ALIGN=center>Hello! This has to center the tex the
table</DIV>

SPAN

The SPAN element is a generic inline container. SRArries no
structural meaning itself, but it can be used tvjate extra structure through its
LANG, DIR, CLASS, and ID attributes.

SPAN should only be used where no other HTML mlglement
provides a suitable meaning. If a presentation sischold or italic text would be
suitable on browsers, programmers may prefer toansappropriate font style
element.

Example:

<P><SPAN>India’s Independence</SPAN> In the y&a7x/P>
Output : on the screen

Example for DIV — Division:

Hello! This has to center the text in the table



Example for DIV — Division:

India’s Independence In the year 1947
CENTER

The CENTER element defines a block whose contmtsentered
horizontally on visual browsers. <CENTER>is a sbaorversion for <DIV
ALIGN=center>, although CENTER is slightly betteupported among
browsers. The CENTER element is useful for cengetales.

Example:

<CENTER>

<TABLE>

<TR ALIGN=center>

<TD>Name</TD>

<TD>Office</TD>

<TD>City</TD>

</TR>

<TR ALIGN=center>

<TD>Vijay</TD>

<TD>PS</TD>

<TD>Bangalore</TD>

</TR>

</TABLE>

</CENTER>



Output on the screen

Name Office City
Vijay PS Bangalore

INLINE ELEMENTS

H1

The H1 element defines a level-one heading. A o generally
should have exactly one H1 element to mark the mgsbrtant heading. Visual
browsers typically render H1 in a large, bold font.

Example:

<H1>This Is The Title Of The Document</H1>
HR — Horizontal Rule

The HR element defines a horizontal rule for visbabwsers.
While this element is inherently presentationalcah be used structurally as a
section divider.

Example:

<HR>

<P> Hi this is a test document to test the us¢hefHorizontal
Rule</P>

</HR>
Output on the screen

This is a level 1 header.

Hi this is a test document to test the use oHbgazontal Rule




P — PARAGRAPH

This P element defines a paragraph. The closingfaeagP is
optional, but its use prevents common browser bHF¥IL does not specify a
presentation for the P element. Browsers commoséy hlock paragraphs with
no first-line indent and separated by a blank lingt, some browsers allow the
user to specify a different presentation.

Example:

<P> Hi this is a test document to test the usthefParagraph tag
</P>

Output on the screen

Hi this is a test document to test the use oPagraph tag

TABLE

The TABLE element defines a table for data thatlwam@rranged in
rows and columns. TABLE is commonly used as a laydavice, but
programmers should avoid this practices as mugboasible. Tables can cause
problems are often accentuated when tables aresadely for layout purposes.
Browsers will not display anything until the comigletable has been
downloaded, which can have very noticeable effettsn an entire document is
laid out within a TABLE.

Example:

<TABLE>

<TR>

<TH>First Name:</TH>

<TH>Vijay</TH>

</TR>



<TR>

<TD>Last Name</TD>
<TD>R</TD>

</TR>

</TABLE>

The TABLE element also takes a number of optiattibutes to
provide presentational hints in browsers.

Output on the screen

First Name : | Vijay
Last Name R

The BORDER attribute specifies the width of thedas in pixels
around a table. The FRAME attribute, specifies Wistdes of the table’s outer
border are visible. This attribute is poorly sugpdrby browsers. The RULES
attribute, also poorly supported by browsers, d@scthe borders between table
cells. Possible values are:

NONE for no inner borders

GROUPS for borders between row groups and colummnpg only

ROWS for borders between columns only

COLS for borders between columns only

ALL for borders between all cells.

NONE is the default value if BORDER = 0 is usedibno
BORDER attribute is given. ALL is the default valéer any other use of
BORDER.



The CELLSPACING attribute defines the amount aicgpbetween
table cells, and the CELLPADDING attribute defiiee amount of space within
table cells. CELLPADDING refers to the space betwtee border and the cell
contents. The value for these attributes may beengas a number of pixels or
as a percentage. However, most browsers do nobdupgrcentages and treat
CELLPADDING = “20%” as CELLPADDING = “20.” A percdage value is
relative to the vertical space available for vettipadding or spacing, and the
amount is split evenly between the top and bottblorizontal padding and
spacing behave similarly. The padding or spacingiwsays applied to all four
sides.

Note: The WIDTH attribute specifies the width of the &lds a
number of pixels or as a percentage of the avallhbtizontal space. Widths in
pixels should be avoided, especially width abov@ plxels, since this causes
unnecessary horizontal scrolling for some users.

A — ANCHOR

The A element denotes an anchor which is a hyxteliték or the
destination of a link, The HREF attribute specifesiypertext link to another
resource, such as an HTML document or a JPEG image.

Example:
<AHREF="first.htmI">My first page</A>
The value of the HREF attribute is the URL of timk. The TYPE

attribute can be used to specify the Internet méypa of the link, allowing
browsers to avoid fetching a resource that theyethandle.

ABBR = ABBREVIATION

The ABBR element is used to markup abbreviatioriee TITLE
attribute in conjunction with ABBR gives the expaddorm of the abbreviation,
allowing visual browsers to provide the expandegnfas a “tool tip”. If the
short form is a pronounceable word, the ACRONYMnedat should be used
instead of ABBR

Example:

<ABBR TITLE="Los Angeles”>L.A.</ABBR>



Example for A — Anchor:

My first page

Example for ABBR — Abbreviation:

L.A.

ACRONYM

The ACRONYM element is used to markup acronyms. THe.E
attribute is useful in conjunction with ACRONYM give the expanded form of
the acronym, allowing visual browsers to provide liing form as a “tool tip”.

Example;

<ACRONYM TITLE="Central Bureau Investigation’>CBIACRONYM>

UNIFORM RESOURCE LOCATORS (URL'S)

These specify the location of a resource for a hgpelink:

http: Internet server
gopher: hostname or IP
ftp: Username: Password@hostname
telnet: hostname or IP
mailto: Email address.
news: Newsgroup name.
file address or file name

Output : on the screen
Example for ACRONYM

CBI




B - BOLD

The B element suggests that text be renderedldgdxd. In most
cases, use of a phrase element such as STRONGesappropriate since such
elements express the meaning of the text morelglear

Example:

<B>Show Clearly</B>

BIG
The BIG element suggests that text be renderedlanger font. In
most cases, use of a structural element such a®NTRor a heading (e.g., H3)

IS more appropriate since these elements expresméaning of the text more
clearly.

BR - BREAK

The BR element forces a break in the current lintxd. It is often
misused to break lines of text in a paragraph bletaell to present the text
nicely. This usually results in an awkward prestotewhen viewed with a font
size other than used by the programmer.

Example:

<br>
Output on the screen

Example for B — Bold

Show Clearly

Example for BIG

See Clearly

Example for BR — Break



firstline
secondline

thirdline
FONT

The FONT element, allows authors to suggest basit ¢hanges.
Use of the FONT element brings numerous usability accessibility problems.
A user has a sophisticated workstation with a langenitor has carefully
configured his browser to use black text on a yellbackground, and has
specified that his color scheme should overrideudamnt colors. Along comes a
web page with white text on a black background. Gser is overriding body
colors, so he still sees black on yellow. But ghégge also contains a sentence
here, a phrase there, emphasized with <FONT COL@®&kiv">--this worked
fine on the author’'s black background but is corghjeinvisible against the
user’s yellow background. He may wonder what abisthempty spaces mean,
but unless he views the HTML source, he will nekmow that he is missing an
important part of the author's message. While Nagiscallows the user to
override text and body colors, it does not allow tiser to override font colors.

The SIZE attribute suggests relative changes mt fize, for
example: <FONT SIZE="+1"> or <FONT SIZE="-1">. Thesags increment or
decrement the font size relative to the size sgetih the BASEFONT element,
or relative to a base size of 3 if no BASEFONT edetris used.

The COLOR attribute suggests a text color. Whilestrbrowsers
allow users to override author color changes, thdely used Netscape
Navigator 2.x, 3.x, and 4.x do not override colepecified with FONT. This

makes the COLOR attribute very difficult to hanflem an accessibility point
of view.

| — ITALIC
The | element suggests that text be renderedlastéat.
Example:

<I> We prefer to view this in italics</I>



SuUB

The SUB element is used for subscripts. Since $JBherently
presentational, it should not be relied upon toresp a given meaning.
However, it can be useful for chemical formulas andthematical indices,
where the subscript presentation is helpful butreqtired.

Example:

Chemical formulas include H<SUB>2</sub>0O (water)

SUP

The SUP element is used for superscripts. Sinde SUnherently
presentational, it should not be relied upon toregp a given meaning.
However, it can be useful for mathematical expomeritere the context implies
the meaning of the exponent, as well as other caglesre superscript
presentation is helpful but not required.

Example:

2<SUP>3</SUP>equals 8

Output on the screen
Example for I-Italic:
We prefer to view this in italics

Example for SUB:
Chemical formulas include H20 (water)

Example for SUP:
23 equals

U — UNDERLINE
The U element, suggests that text be rendereddeslunmed text.

Example



<H3><U>My heading</U><>/H3?
BLOCK LEVEL AND INLINE ELEMENTS

The following elements may be use as either bleukt} elements
or inline elements. If used as inline elements.{@vghin another inline element
or a P), these elements should not contain ankd&e@| elements.

APPKET - Java applet
BUTTON — Button
OBJECT - Object
SCRIPT - Client-side script
Output : on the screen
Example for | — Italic:
My heading
APPLET

The APPLET elements is used to embed Java applEBLET is
currently a more reliable method of embedding Jgyalets as compared to the
OBJECT method. APPLET’s CODE attribute specifies lame of the contains
the compiled Applet subclass. The value is relatovéhe URL specified in the
CODEBASE attribute, or to the HTML document’s ba&iRl if the
CODEBASE attribute is not given.

The ALT attribute can be used to give alternai¢ ter browsers
that recognize the APPLET element but do not supjara or do not have Java
enabled. Authors can also give alternate contetwdsn the start and end tags
of the APPLET element — a better method than udiegALT attribute since it
allows authors to include HTML markup in the alttiencontent and also works
with pre-HTML 3.2 browsers that do not support AEHL

Example:



<APPLET archive="ansnow.jar” code="amsnow.c;asstithi=320
height=208>

<param name=backimage value="ansnowl.jpg">

<IMG SRC="animation.git” ALT=""WIDTH=320
HEIGHT=208>Sorry, your browser doesn’t support Java
</APPLET>

BUTTON

The BUTTON element defines a submit button, resétob, or
push button. Programmers can also use INPUT tafggéese buttons, but the
BUTTON element allows richer labels, including inreagand emphasis.
However, BUTTON is new in HTML 4.0 and poorly supiga among current
browsers, so INPUT is a more reliable choice & time.

The TYPE attribute of BUTTON specifies the kind mftton and
takes the value submit (the default), rest, ordsutifhe NAME and VALUE
attributes determine the name/value pair sentéasénver when a submit button
IS pushed. These attributes allow authors to peowndltiple submit buttons and
have the form handler take a different action ddpenon the submit button
used.

Example:
<BUTTON NAME=submit VALUE-modify>Modify</BUTTON>

<BUTTON NAME=submit
VALUE=continue>Continue</BUTTON>

OBJECT

The OBJECT element is used to include object sichnmeages,
videos, Java applets, and VRML worlds. OBJECT igrided to replace the
more specific IMG and APPLET elements, as welltees pgroprietary EMBED
and BGSOUND elements a better choice for the tigied

OBJECT's DATA attribute specifies the URI of thenleedded
object. Relative URL'’s are interpreted with respiecthe CODEBASE attribute



if it is given. The CLASSID may be used to speafy implementation for the
object. Java applets, Python applets, and Activecoftrols all provide
implementations for the embedded object, and so saecified with the
CLASSID attribute.

Example:

<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-
444553540000” codebadettp://macromedia.com/ ../swilash.cab
width="440" height="330"><param name="movie”

value="images/03a01001.swf">

<embed src="images/03a01000.swf” quality="high”
pluginspage="htpp://www.macromedia.com/go/ getftdalier”
type="application/x-shockwave-flash” width="440"

height="330"></embed></object>

SCRIPT

The SCRIPT element includes a client-side scrighe document.
Client-side scripts allow greater interactivity &andocument by responding to
user events. For example, a script could be usethé¢ok the user’s form input
prior to submission to provide immediate noticany errors by the user.

Example:

<script language="Javascript”>
function alertme() {

alert(*you are alerted”);
} </script>

Note that not all browsers support client-sideipsicrg, and
supporting browsers allow the user to disable sogp so authors should avoid
dependence on client-side scripting wherever ptessibhe required TYPE
attribute of SCRIPT specifies the media type of #eepting language, e.g.,
text/javascript. Examples of supported LANGUAGEued include JavaScript,
JavaScritl.1, and VBScript. The values are not sassitive.

FORMS



Having looked at the structure of the standard HTdticument
and some of the basic HTML elements, let us nowk lad various form
elements.

Forms are an effective means of making Web pagesfusndly.
Forms are used in HTML for getting inputs from thiser. Before the
introduction of forms can typically be used by coemomial organization for
accepting orders from customers or taking feedb@&ole could also conduct
tests over the Internet by using forms.

How Does a Form Work?

In a form, the user is typically presented with wanber of input
mechanisms that help the user to enter data. Ttmgd be text fields, radio
buttons, check boxes or list boxes. When data entgmplete, the ussubmits
the form. Submitting the form will send the inpwt the user to the server for
processing. This is done by selecting the Submitohuon the page. This
communicates to the browser that the user has @&betpldata entry. The
browser sends the data and the URL of the CGI ts¢apthe server. The
Common Gateway Interface (CGIl) is a standard faerfacing external
applications with information servers, such as HOFRVeb servers. The server
passes the data to the CGI script that process€hatCGI script may store the
data in a file or a database. It also sends a nsgpm the HTML format to the
server. The server then sends this response tbrtveser, which formats and
displays the response.

Form Elements

These are container elements. All elements requoetdefine the
contents of a form are the parameters of the elesvaard are called its attributes.
We will discuss the attributes of the form elemeautsl then proceed with the
elements to define the contents of a form. Givdovbeare the attributes of the
for m elements:

1. ACTION —is a URL, specifying the location to which the ants of the
form are submitted to elicit a response. Typicé#tig form will be
handling the CGI scripts. If this attribute is mingg then the URL,
of the document itself is assumed.



2. ENCTYPE - specifies the format of the submitted data in ctme
protocol does impose a format itself.

3. METHOD - selects variations in the protocol. It specifies tbrmat in
which data is to be sent to the script. It can take of the two

values:
. GET
. POST

The difference between these two is the mannerhichwthe data
in the form is sent to the CGl script.

When the ACTION attribute is set to an HTTP URle METHOD
attribute must be set to an HTTP METHOD as defibgdhe HTTP standard.
The default METHOD is GET look at the elements usedlefine the input
mechanism in a form.

<form method="...” action="url">...</form>
The URL should be a script or may use mailto.
The method is GET or POST, depending on how you wWendata

returned. Within a form, input fields are defina@ defined with: for multi line
text input (surrounds prompting text):

<textarea name="...” rows="n" cols="n">...<type=">

The type can be one of text, checkbox, radio, mdgmssword,
reset, or submit. Other attributes are align, chdclsize, max length, src, and
value. All <input> fields of a radio or checkboogp must have the same name.

Example:

<form method="GET" action="http/www.foo.bar/cgi-bscript’>

<p>Name: <input name="name” type="text” size="20'bz



<textarea name="comments” rows="4" columns="40">d4e
write your comments here...</textarea><br><input
type="submit"><input type="rest"></p></form>

Name: ;
Please w rite your comments
here...

IMG — IMAGE

The IMG element specifies an inline image. The meguSRC or
source attribute specifies the location of the iemmaghe image can be any
format, though browsers generally support only @il JPEG images. Support
for the other formats like PNG is increasing.

Example:

<IMG SRC="logo.gif’ALT="Welcome to XYZ Company”
Width="128" Height ="93">

The ALT attribute provides alternate text for thassers who do
not load images. Effective ALT text should genarajlve the function of the
image rather than a description of the image. kample, ALT="Welcome to
XYZ Corp.” would be more appropriate than ALT="XYZorp LOGO” for a
company’s logo on its welcome page. Good ALT textcrucial to the
accessibility of a document for the significant tmor of users who do not load
images.

The WIDTH and HEIGHT attributes are most useful wihey
specify the exact dimensions of the image in pix€lss allows image-loading
browsers to reserve the proper amount of spacéhéormage and continue to
render the rest of the document.

SELECT



The SELECT element defines a form control for teéedion of
options. Internet Explorer displays the SELECT eatmwithout a FORM
element. However, Netscape Navigator will not digphny SELECT element
outside of a FORM.

Example:
<P>Select one or more sections to search:

<SELECT NAME=sections>

<OPTION><OPTION>

<OPTION>Web Authoring Reference</OPTION>

<OPTION>FAQ Archives </OPTION>

<OPTION>Design Elements</OPTION>

<OPTION>To0Ils</OPTION>

<OPTION>Feature Article</OPTION>

</SELECT>

</P>

The SIZE attribute of SELECT, hints that visual wsers should
display the element as a list box with specifiechbar of options visible at any
time. A scroll bar would allow access to any nosiMe options. The SIZE
attribute is especially useful in SELECT elemenitthwumerous OPTIONs and
multiple selections are allowed. In such a situgtisome visual browsers will

render the entire list in one large box withoub#iarg. A suitable SIZE attribute
helps such browsers give a more appropriate pretsemt

Select one or more sections to search:

Web Authorina Referen L/

SPECIAL CHARAVTERS



Three characters out of the entire ASCII (or IS®®8character
set are special and cannot be used “asis” withitHaML document. These
character are left angle bracket (<), right angéeket (>), and ampersand (&).

The angle brackets are used to specify HTML taghilew
ampersand is used as the escape mechanism foratide¢her characters:

1&1t; is the escape sequence for <
1&gt; is the escape sequence for >
1&amp; is the escape sequence for &

Note:

1. The “escape sequence” only means that the givameseg of characters
represents the single character in an HTML docuniérg conversion to
single character itself takes place when the dootinseformatted for
display by reader.

2. There are additional escape sequences that arélposmtably, there

are a whole set of such sequences to support BHatacters sets
(namely, ISO 8859-1);
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WHAT IS ASP?

Active Server Page or ASP, as it is more commomigwkn, is a
technology that enables you to make dynamic aretantive Web pages. ASP
uses server-side scripting to dynamically produeé pages that are not affected
by the type of browser the web site visitor is gsin

The default scripting language used for writingPAS VBScripts;
although you can use other scripting languagesJ8eipt which is Microsoft’s
version of Java Script. ASP pages have the extenagp instead of .htm. When
a page with the extension .asp is requested byoader the web server
interprets any ASP contained within the web pagereesending the HTML
produced to the browser. In this way all the ASRiison the web server and no
ASP will ever be passed to the web browser.

Any web pages containing ASP cannot be run by gistply
opening the page in web browser. Web pages thataicolASP must be
requested through a web server that supports AlStRele is no Web server,
then ASP pages cannot be displayed. ASP was firistduced by Microsoft on
its web server Internet Information Server (IISatthuns on Windows 2000/XP
Pro/NT4/95. ASP pages run best on this Web sefie. micro version of this
server is called Personal Web Server (PWS). B&halhd RWS are available
free of cost with Windows.

You can locate these Web servers in the followindgzes:

Windows 2000/XP Pro-lIS can be found in ‘add/Remov
Programs’ in the ‘Control Panel’. Windows 98 — P& be found under ‘add-
ons’ on the Windows 98 CD. Windows NT4/95-you caet gold of 1IS by
downloading the NT4 Option Pack from Microsoft iitide fooled by the name



as it also runs on Windows XP Home Edition — 118l &WS are not supported
on this operating system.

WHAT IS VB SCRIPT?

Like Java Script, VB Script you to embed command® ian
HTML document. When a user of compatible Web browdmwvnloads your
page, your VB Script commands are loaded by the Welvser along with the
rest of the document. The commands are run in nsspto a series of events.
VB Script is an interpreted language. The browseerprets the VB Script
commands when they are loaded and run. They doeest to be compiled into
an executable form by the Web author who uses them.

VB Script is a fast flexible subset of Microsoft&sual Basic and
Visual Basic for Applications Languages. VB Scriptdesigned to be easy to
program in and quick in adding active content toMHT documents. The
language elements are mainly ones that will be [famio anyone who has
programmed in just about any language, such asHén...Else blocks and Do,
While, and For...Next loops, and atypical assortn@noperators and built-in
functions.

What Can VB Script Do?

VB Script provides a fairly complete set of builtdfunctions and
commands. These function and commands allow youpeédorm math
calculations, manipulate strings, play sounds, opemew windows and new
windows and new windows and new URLs, and accedsvanfy user input to
your Web forms. The code to perform these acti@mshe embedded in a page
and executed when the page is loaded. You cannal®afunctions that contain
code that is triggered by events you specify. B@ngle, you can write a VB
Script method that is called when the user clitks$ubmit button of a form, or
one that is activated when the user clicks a hiygedn the active page.

VB Script can also set the attributes or propsrié ActiveX
Controls, Java applets, and other objects presetitei browser. This way, you
can change the behavior of plug-ins or other obj@gthout having to rewrite
them. For example, your VB Script code could autiorally set the text of an
ActiveX label control based on what time the pageiéwed.

WHAT IS JAVASCRIPT?



JavaScript is a script is a script language frostsbape that is
supported in Netscape Navigator as of Version IR.i8.easier to use than Java,
but not as powerful. JavaScript uses the HTML pageits user interface,
whereas Java can generate a completely customfaiceerOn the client,
JavaScript applets are maintained in source code.t@ server, they are
compiled into byte code, similar to Java prografslavaScript applet can be
used to display a data entry form and validateitipet, while a java program
processes the information. JavaScript is also tesé&d Java applets together.

JavaScript evolved from evolved from Netscape’'selLiScript
language and was made more compatible with Javaoégh it shares many of
the features and structures of the full Java lagguat was developed
independently. JavaScript is endorsed by a numbssftware companies and is
an open language that anyone can use without mingha license. It is
supported by recent browsers from Netscape andosbft, though Internet
Explorer only a subset, which Microsoft calls Jstri

WHAT IS JAVA

Java is language developed by Sun Microsystemshwailows

World Wide Web pages to contain code that is exeton the browser. Because
Java is based on a single “virtual machine” thatirmplementations of java
emulate, it is possible for Java programs to runaog system which has a
version of java. It is also possible for Java paogs to run on any system which
has a version of Java. It is also possible for“thitual machine” emulator to
make sure that Java programs downloaded througivebedo not attempt to do
unauthorized things. Java is a full-blown objedeoted programming language
developed by Sum Microsystems Inc. Java is an preged language. This
means that in order for a java program to run @oraputer, a run-time system
(interpreter) will need to have been installed loe computer.

The dynamism and interactivity is achieved by udahg links
within an HTML page to Java programs called appMiken the link is clicked
on, the Java applet is transferred to your companer executed locally by the
browser. Java will therefore eliminate the need doclient computer on the
Internet to depend on the host computer for thew@n of dynamic content.
Not only is Java poised to make the end user’snlifge interesting, but it also
provides a powerful programming environment for soétware developer and
Internet content provider.



The Internet is a highly heterogeneous networkedirenment
encompassing dozens of operating systems (Windows, Macintosh, OS/2,
etc., etc.) running on a wide variety of microprssm's. A Java program once
developed is capable of running on EVERY platforrhick has the Java
interpreter. The implication of this portability euite profound to the Internet
programmer. The programmer no longer has to wdyoptdeveloping different
versions of an application to cater for the difféareomputer platforms in use
across the Internet. By programming in Java, omlg application will need to
be developed; it will then run on ALL platformswdich the Java interpreter is
ported. In order to use Java applets, you neeve hssociate files, which are
complied applet programs usually ending with cl&3se applet may need one
or more .class files to make it work. You can chedtk the sources where you
obtain the applets what .class files you need.
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MULTIMEDIA

Multimedia is the ability to communicate in moreathone way.
For example the computer you are using to view théerial is capable of
flashing text and beeping when there is a probléyour computer is equipped
with multimedia capabilities then it can handle muvideo, and graphics in a
better manner.

Originally the term multimedia was used by ingtdaos who run
distance learning courses in which they deliverteohvia a combination of text,
TV, telephone, audio cassette and the radio. Therdadof high resolution
screens and sound and video playback facilitiesdomputers has resulted in the
increased use of multimedia applications for edanat

A typical multimedia application is characterizeg the following
features:

The different media it possesses and makes udeeaide of digital technology
The interaction it demands of the user The intégnadf sound, images, text and
data into seamless applications

VRML

VRML is an acronym for Virtual Reality Modeling Lgnage. Very
early on in its history, when VRML was just an idedhout an implementation,
the M stood for “Markup”, paralleling HTML which islyper Text Markup
Language.

A VRML file resides on a Web site just like an HTLMile.
Currently, a VRML file is a plain text file or a ogpressed text file, and its name
generally ends in “.wrl”, “.wrl.gz”, or “.wrz”. Thecontents of a VRML file
including the files that it may load through théine nodes are called a “world”.



This does not mean that the builder of a VRML worégkds to model the whole
planet. Many VRML worlds are single objects. VRM4& & scene description
language, which describes 3D environments oveiritegnet. When you access
a URL containing a VRML world, a file is downloadedo your Web browser.

VRML is a file format that defines the layout acdntent of a 3D
world with links to more information. VRML worldg@ spacious and inherently
interactive with objects that react to the user &amdeach other. VRML is
scalable across platforms ranging from PCs to kiggh-workstations, and soon,
the Mac. VRML is also band width efficient. Intrteainteractive 3D worlds can
be described in worlds that are similar in siz&lIdML pages. Most of the time
when VRML files are large it is because of motiapttire data, animation,
sound, or video, all of which will be reduced ag¢aming media” becomes a
reality. Straight VRML files are actually very srhakspecially if special
optimization steps are taken. The Web Authoringl3 aoe the most widely used
HTML editors and site management tools.

STREAMING

Streaming is the term given to a continuous suppiydata.
Streaming Media is audio and video data that ipkegh continuously to the end
user from the web site that they are viewing. $tieg media files over the
internet has the internet has the distinct advanthgt users can start viewing
them almost instantly without having to download fthll file. In contrast, with
more traditional files the whole file needs to lmevdloaded before anything can
be viewed. The player software on the user’s coerpidecodes the compressed
stream as it arrives through the user’s modem twar&. So you can be viewing
one part of the file while the rest is still beidgwnloaded. Leading players
include Real Player, Windows Media Player and QUicke.

GRAPHIC WEB EDITORS

GIF Animator

GIF Animator can be used to create an animatiolnging images
together, similar to creating a “flip book”. Jusisert each separate image into
the animator, and then set the frame rate to déeterthe speed. Once you have
inserted all the images, you can save the fildtagrea gif image, an .avi movie,
or even a flash movie. Then the animator will gateethe html code necessary
to display your creation on your web page.



Adobe Photoshop

Adobe® Photoshop® 7.0 software, the professiomealge-editing
standard, helps you work more efficiently, explowawv creative options, and
produce the highest quality images for print, thebAand anywhere else. Create
exceptional imagery with easier access to file :dateeamlined Web design:
faster, professional-quality photo retouching: amate.

Macromedia Flash

Macromedia Flash MX is the “must have” tool useddwer one
million professionals to deliver the best user eigrees on the web, increasing
both revenue and customer satisfaction while lawgedosts. The approachable
environment includes powerful video, multimediag application development
features, which allow designers and developersréatecrich user interfaces,
online advertising, e-learning courses and entsg@pplication front ends.



Internet Management Security
Concepts, Information Privacy and
Copyright Issue

WHAT IS INTERNET SECURITY?

A list of the major challenges of Internet segurénd simple
explanations of how they affect a network are explé below.

Protection from hackers and vandals on the internet

Hacker attacks can cause irreparable damage tsitisenand
confidential information. Critical data resides arcompany’s private network
and businesses must actively prevent the theftyudd®n and corruption of this
information. For some companies, the confidentiérmation residing on the
business network belongs to corporate clientsingissues of legal liability as
well as financial loss.

Protection from Dos (Denial of Service Attacks).

The valuable rely more and more on networked nessy
maintaining their availability is becoming more amgbre critical. A common
type of attack referred to as a Denial of Servittack, is designed to deny
access to networked resources by crashing serversrooters or by
overwhelming the network with enough traffic to dede service. These Dos
attacks hinder normal network activity, making protvity nearly impossible.

Filter Inappropriate Materials.
The valuable information so readily available palialso includes

material inappropriate for the workplace, classrpand home. Companies can
face losses in productivity due to the vast arrbyyan-work related material



available at the click of a mouse. Objectionablentent can create an
uncomfortable work environment, creating a vulnéitgb to harassment
lawsuits. Schools, libraries and home offices riskildren accessing
pornography or racially intolerant sites.

Protection Against Viruses.

Viruses attacks are the greatest threat to Inteseetirity today.
The outbreak of viruses has increased in the pastral years and statistics
indicate that the number will continue to rise.

Protection from Active Content, such as ActiveX andlava.

ActiveX is a programming language that is used rdbed small programs in
Web pages. It is generally considered an insecuoéoqol to allow into a
network since it is possible for malicious prograemsnto write controls that can
delete file, compromise security, or cause othenatge. Java is also used to
embed small programs known as applets, in Web palgess generally
considered safer than ActiveX, but some administsatnay want to filter out
Java since there have been instances of bugsse fafety mechanisms.

WHAT IS A FIREWALL?

A firewall protects a computer that are stand-akoe a part of the
local area network (LAN) against outside intrusigirewall’s work as filters
between the outside world and a private networkfirdwall approves some
types of traffic and blocks unauthorized users véttempt to access your
network.

The term “firewall” is borrowed from architecturbut it doesn’t
actually refer to any one particular device. Aviiedl could be either a piece of
hardware or software, and a network may use maedhe type of firewall in
order to provide extra security.

There are two common types of firewall:



A packet-filtering firewall applies predefined egl to fitter the
chunks of data, or packets, that pass throughhe filter accepts or rejects
packets based upon the originating computer's mé&twaddress or other
characteristics. The packet filter may be a compute it may be part of a
separate piece of hardware, such as a router.

A proxy severs, also known as a gateway, actsmagldieman that
relays data between the network and that outsidédw®he proxy prevents
outsiders from gathering information about compmiieside the network. The
proxy can also screen packets based on their apiplctype, such as Web
access or email, or other identifying traits.

WHAT IS ANTI VIRUS

Anti virus software protect your computer from ariety of
malicious software programs which are referred asisv The anti virus
companies is always on a lookout for these viruses provide an immediate
cure for the same.

These can include:

Viruses - - They are small programs that attach themselves to
other programs or documents and replicate with pbeential to
cause damage.

Worms - - They are viruses that are specifically engineered t
make extensive use of mail to spread themselvéglyap

Trojans - - They are programs that appear harmless but have a
damaging intent.

Zombies - - They are programs that install themselves on
computers and remain dormant until some externahtetriggers
them into action. The actions could include coringpttruncating,

or stealing your information and sending it to adafined emalil
account or opening up remote control access pottalsour
machines.

WHAT IS SSL (SECURE SOCKET LAYER)?



Customers visiting web sites may want to mainti@irt privacy
when they register for a service online and inipaldr want to be assured that
their credit card details are kept well away fromaks and fraudsters. The most
common means of achieving this privacy is through ise of SSL or Secure
Socket Layer technology. When you connect to seeueb space the data
passing between your browser and the web site @stgun is encrypted which
makes it virtually impossible for any third partyintercept the data that is being
transferred. So whether your address or your credii number that is being
recorded it is strictly between you and the web sitquestion.

There are two symbols that assure the public ahaieb site has
these security measures in place. Firstly a seggkeserver will be prefixed by
http’s:// rather than the normal http://. Secongbur browser will display the
“golden padlock” symbol that is your assurance tlwat are in a secure area. To
gain certification for the security of your domasa costly, complicated and
time-consuming procedure.

This is where shared SSL is beneficial. It is sglddesirable to
host the whole of your site on secure SSL sen&th@extra complexity results
in slower performance than you would get on “stadtd&osting. So you can
host the bulk of your site on normal shared hoséind use SSL secure hosting
only for the sensitive function such as customgisteation and online payment.

WHAT IS PROXY SERVER?

A proxy server is an interface between the browaed the
destination server. The proxy server receives #gepequest and handles the
connection of the browser to the destination. Thme&y servers are also able to
cache pages. If such a proxy is configured to calbe it will first check the
cache to see it the requested page exists. Ifdge g not found then the proxy
server searches other caching proxy servers on smakdirect request to the
destination. This process depends on the configuraor the proxy. The
advantage of using a common caching proxy sern@ren by the probability to
find a page in the local cache. The probabilitinigeneral expressed by the hit
rate. A cache with several GB size and a lot ofsisan reach a hit rate of 30 to
40 percent. Frequently requested pages such dsethgages of your browser
may be in the cache every time. In case the pagetim the local cache there is
no difference in the elapsed time of a direct retjoe a request handled by a
proxy server.

INTELLECTUAL PROPERTY



Intellectual property consists of written works, opdgraphs,
artwork, and music that people create from inforomaind ideas. Many people
enjoy sharing their intellectual property with atheHowever, they may want to
get credit for their hard work.

COPYRIGHT ISSUES

Copyright is the right to publish. The copyrightvlés intended to
protect the rights of content developers. In othesrds, if you create
information, you should get credit. This credit @ame in the form of money if
you sell the information in a book, CD, or substop Internet service. In some
cases, people aren’t concerned about money, bytwhat to make certain that
their name or organization is associated with tifermation. In other words,
many educators are willing to share information fiee, but they want to be
sure that their work is cited. In a global commysitich as the Internet, the laws
become an issue. For example, the copyright lavasfi@rent countries vary. In
the US, the copyright law contains a “fair use”tgetthat gives people some
flexibility to use and share information. Peopleeipret the laws differently.
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AN INTRODUCTION

Electronic commerce or ‘eCommerce’ is the use efititernet for
a range of business purposes, including:

* marketing and publicity

« online sales via the web

e communication

* business to business transactions

MARKETING AND PUBLICITY

The web is an ideal media for marketing and pitglicecause of
it's potential to reach a global audience and ¢épacity to support the use of
images, animation, and audio/video. Many websiték ocarry advertisements
for the web sites of sponsoring companies, whicbugh the hyperlink system
can be accessed simply by clicking on the advenis.

ONLINE SALES VIA THE WEB

Improvements in security are leading to an ingrepsiumber of
web-based services now being available for thefguy@nd selling of goods.
Most major high-street brands now have a websité Vacilities for ordering
goods online. In addition, a number of companieshaeen established to trade
solely via the web.

COMMUNICATION



Many companies now rely on the internet for comication, both
within the company and with customer. While thistypically through email,
other facilities such as chat, instant messagingb welephony and
audio/videoconferencing are also being used.

BUSINESS TO BUSINESS TRANSACTIONS

Business to business (B2B) transactions involhesdirect trade
between two companies, rather than between a comaath a customer, for
example exchanging information or transactions waiteupplier. This may be
through the use of an “extranet” (area of a websdsricted to authorized
people who logon with a password) which allows asde ordering, product or
accounting information specific to that company.

CONCEPTS

Electronic commerce (e-commerce) is the use of
telecommunications and data processing technologyprove the quality of
transactions between business partners. It hasedxis some form since the
invention of the telegraph and early automated getaessing equipment but its
use has greatly increased. E-Commerce improvesiaagenal efficiencies by
leveraging data processing, database storage, atd dommunications
technologies. Existing network facilities can b#ize¢d to achieve great savings
in labour costs and the reduction of paper stoeagkehandling facilities. It has
enabled firms to be more effective in improving tieality of standard goods
and services and to offer a variety of new servimfesew services. The global
marketplace has become larger and wider than eeause of the expansion of
e-commerce activity.

The growth of electronic commerce has been fuddgdthe
availability of world wide telecommunication netwsralong with enhanced
information delivery techniques utilizing the varg multimedia technologies
Client-server architecture allows systems withat#ht hardware and software
platforms to interact in an open system computimgrenment.

TECHNOLOGY IN E-COMMERCE

Introduction



In any E-COmmerce systems implementation, integmatietween
business processes with in companies is very irapbrfor a successful
implementation. Within a company integration needsude interfacing with
legacy systems, communicating with third party meid, and integrating
business processes across distributed E-Commemstensy: The two most
commonly deployed technologies for this type ofegration are ALE
(Application Link and Enabling) and (Electronic Rdhterchange) technologies,
which make use of the popular Idoc (Intermediatecudent) interface for
exchanging data. EDI provides business procesgratien across companies by
exchanging business documents such as purchase lond#ces, and shipment
notices in electronic form using industry standéydnats such as ANSIX.12
(American National Standard’s Institute) and EDIFAGElectronic Data
Interchange For Administration, Commerce, and Tpart3.

ALE, Which is SAP’s proprietary technology for egfrating
distributed business processes within a company, been available in SAP
since release 3.0 ALE was designed to link one Sypdlem to another SAP
system, but the ALE architecture lent itself torigeused in linking SAP system
to non-SAP system without any modification. Theithdity of ALE technology
has proliferated into several application areas]y &wday most third-party
products use it to exchange data with SAP. ALEnetigy is also the basis for
SAP’s Business Framework architecture, introduceelease 4.0.

The underlying architecture of the ALE and EDlheglogies are
quit similar Both make use SAP’s proprietary Idoterface, which defines the
format and structure of the data that is exchanpetiveen two systems.
Although ALE and EDI are the two biggest users lué tdoc interface, this
interface can also be used by any two applicatibat need to exchange data.
For example, it can be readily used to integrat® $4th Web applications. As
cross-application technologies. ALE and EDI areduse various modules of
SAP such as SD (Sales and Distribution). MM (MatisriManagement) and FlI
(Financials). The wide-ranging application of thésehnologies has created and
ever-in-creasing need for ALE. EDI, and Idoc skiNsastery of these skills is a
necessity for anyone involved in the technical wnctional side of an SAP
implementation

Internet & E-business
Electronic commerce can be viewed from two busiaggsication

perspectives. One perspective on e-commerce iméssiis to look at those
businesses engaged in providing electronic commteateology to help enable



other businesses. Internet Service Providers (I&R) private Commercial
Network Providers help the companies into wide aretavorks (WAN) for use

in e-commerce activity. They may offer additionaktures such as protocol
conversion and are they described as Value-Addéddik (VAN). Other types

of firms specialize in helping organization builte@ronic commercial sites.
Software firms sell data encryption and other typafs security-related

technologies, user interface programs and otheestypf software used to
implement e-commerce. Other firms specialize insatting and designing e-
commerce applications such as World Wide Web sites.

Another perspective on e-commerce is to examipeattplication
uses to which a business uses such technologiakades between business
partners may be tightened through improvementaugt h Time (JIT) supply
logistics overall improvement in supply chain masragnt. Consumer
marketing and sales techniques like shopping kioskd home shopping
technigues have removed barriers of distance acréased product awareness.
Electronic publishing services, financial news aathote banking services are
now available over networks. Commercial databasddibrary services provide
general information resources. On line job placdmservices are numerous, and
distance education and job training services carstas career development. A
wide variety of recreational and entertainment isess are currently available
and such services will expand dramatically in tharrfuture.

Internet & E-business

Electronic commerce can be viewed from two busireggplication
perspectives. One perspective on e-commerce iméssiis to look at those
businesses engaged in providing electronic comnted®ology to help enable
other businesses. Internet Service Providers (I&R) private Commercial
Network Providers help the companies into wide aretavorks (WAN) for use
in e-commerce activity. They may offer additionabtures such as protocol
conversion and are they described as Value — Addigtavork (VAN). Other
types of firms specialize in helping organizatioumilth electronic commercial
sites. Software firms sell data encryption and otlypes of security-related
technologies, user interface programs and otheestypf software used to
implement e-commerce. Other interface programs ahdr types of software
used to implement e-commerce. Other firms speeializ consulting and
designing e-commerce applications such as WorldeWieb sites.

Another perspective on e-commerce is to examieeaftplication
uses to which a business uses such technologiekades between business



partners may be tightened through improvementsugt h Time (JIT) supply
logistics overall improvement in supply chain masragnt. Consumer
marketing and sales techniques like shopping kioskd home shopping
technigues have removed barriers of distance arréased product awareness.
Electronic publishing services, financial news aathote banking services are
now available over networks. Commercial databasddibrary services provide
general information resources. On line job placermservices are numerous, and
distance education and job training services caistas career development. A
wide variety of recreational and entertainment isess are currently available
and such services will expand dramatically in tharrfuture.

Advantages of E-Commerce

The increased computerization of our society iggering major
changes in the organization of work. Paper drivancgsses are being
reengineered to capture the benefits of doing legsielectronically. Businesses
are implementing electronic commerce (EC or E-Comse)eto meet the
imperatives of an increasingly competitive world.

Electronic Commerce is the business environmentwimch
information for the buying selling, and transpddat of goods and services
moves electronically. Electronic Commerce (EC) udels any technology that
enables a company to do business electronicallpeSaf the direct benefits of
Electronic Commerce are:

. Improved Productivity

. Cost Savings

. Streamlined Business Processes
. Better Customer Service

. Opportunities for New businesses

Improved Productivity:

Using electronic commerce, the time required tateréransfer and
process a business transaction between tradingepaiis significantly reduced.
Furthermore, human errors and other problems likglichtions of records are
largely eliminated with the reduction of data-ensnyd re-entry in the process.
This improvement in speed and accuracy plus thiereascess to document and
information, will result in increase in productiyit

Cost Savings:



Based on the experience of a wide variety of eadgpters of
electronic commerce. Forrester Research has estintat doing business on
the Internet can result in cost savings of aboutt6%0% of sales. This cost
savings steam from efficient communication quickenaround time and closer
access to markets.

Streamlined Business Processes:

Cost savings are amplified when businesses gopafstther and
adapt their internal processes and back-end legystgms to take advantage of
electronic commerce. Inventories can be shavedsinesses use the Internet to
share such information as promotional plans, peiatf — sale data, and sales
forecasts. Business processes can also be a madefficient with automation.

Better Customer Service:

With electronic commerce, there is better is betted more
efficient communication with customers. In additimustomers can also enjoy
the convenience of shopping at any hour, anywhetiee world.

Opportunities for New Businesses:

Business over the Internet has a global custonaahreThere are
endless possibilities for businesses to exploiteqmhnd their customer base.

APPLICATIONS, FEASIBILITY & VARIOUS CONSTRAINS:

The latter half of the 1990’s has seen an expftosidhe use of the
Internet/Intranet and its accessibility to indivads, corporations, and
educational institutions. This revolution has dréoaly changed the way
organizations conduct business with its consumars with each other. The
geographic boundaries, that offer limited accesgyd@ods and services, are
crumbling and companies of all sizes are busy mgldommerce solutions and
adapting to new ways of doing business. The intdmernet with inherent
features like easy access, real-time information, law cost, is a natural driver
for commerce solutions. Further, companies entiwétli the promise of the
following competitive advantage as are undertakelgctronic commerce
projects.



Broader market reach

Increased efficiency and accuracy and accuracygir@automated
order-processing, inventory control billing, shipgj and so forth.
Better customer service and support

Instant communication with consumers and tradimness.
Improved profit margins through automated supplyaich
management,

Better forecasting of customer needs for goodssamnices
Reduced labor costs

Lower overall costs

Electronic commerce is often misunderstood to tgéid to buying
and selling of goods and services over the InterAetually,
commerce solutions are a lot more than just thedlian of
business transactions and fund transfers ovemtieenket. It defines
new forms of doing business. In addition to prowgdbuying and
selling services, commerce solutions can providermaplete system
of services built into an organization’s digitalrmeus system so it
supports the sales processes and provides totabumicc
management.



Internet Glossary

Address Mask

The address mask is used to identify the partsdPaaddress that correspond to
the different sections (separated by dots). It &nown as the “subnet mask”
since the network portion of and address can berm@ted by the encoding
inherent in an IP address.

Advanced Research Projects Agency Network (ARPANET)

A pioneering long-haul network funded by what's rocalled DARPA (formerly
known as ARPA). It was the foundation on which liiternet was built.

Agent

The part of a system that performs information prapon and exchange on
behalf of an application.

Alias

A type of nickname (usually short and easy to retrenthat refers to a type of
network resource. Aliases are used so you won’e hawremember the long and
difficult names typical of network resources.

Anonymous FTP

By using the word “anonymous” as your user ID andryemail address as the
password when you login to an FTP site, you cambgpocal security checks
and gain limited access to public files on the reemcomputer. This type of
access is available on most FTP sites, but not all.



Application

Sometimes known as a client or an “app,” it's agoam that performs a specific
function. FTP, Mail, Gopher, Mosaic, and Telneents are the most common
examples of Internet applications.

Archie

You'll usually hear this term referred to in ther@be “archie searchArchie is a way

of automatically gathering, indexing and sometiraesn retrieving files on the
Internet. Most good archie clients are able of Filé3 once you've found the
information you're looking for.

Archive

A collection of files stored on an Internet machifg P sites are known as
archives.

Asynchronous Transfer Mode (ATM)

A transfer method that dynamically allocates bawmidwiusing a fixed-size
“packet,” or “cell.” Also known as “fast packet.”

AVI

(Audio Video Interleaved) A Microsoft Corporationuttimedia video format. It
uses waveform audio and digital video frames (bptsh@o compress animation.

Authentication

Any process that ensures that users are who thetheg are. When you type
your name and password, you are authenticatedlkwd access.



Bandwidth

This refers to the difference (measured in Hz)wieen the highest and lowest
frequencies of a transmission. Most people loosefgr to bandwidth as the
amount of data that can be transferred over a mkteannection.

Berkeley Internet Name Domain (BIND)

An early version of a DNS server developed by tméversity of California at
Berkeley. Most Internet hosts run a version of BIND

Bitmap

A representation, consisting of rows and columndat$, of a graphics image in
computer memory. The value of each dot (whethisrfitled in or not) is stored
in one or more bits of data. For simple monochramges, one bit is sufficient
to represent each dot, but for colors and shadgsayf each dot requires more
than one bit of data.

Bounce

If you send email and it fails to arrive at itsantled recipient for any reason
(incorrect user name, network failure, etc.), thessage “bounces” and returns
to you. The subject line in a bounced message lyssals something like:
“Undeliverable Mail” or “Message Undeliverable.”

Browser

A software program that allows users to accesértieenet.

Non-graphical



a user interface for computers which allows yoweiad plain text, not pictures,
sound, or video, on the Internet. It is strictlyttbased, non-Windows, and does
not place high memory demands on your computer.eXample is lynx.
(http://lynx.browsee.orgy/

Graphical

a user interface for computer which enables petiplgee color, graphics, and
hear sound and see video, available on internes.slthese features are usually
designated by underlined text, a change of coloatiwer distinguishing feature;
sometimes the link is not obvious, for example,i@upe with no designated
characteristic. Examples are Netscape and Int&xbrer.

BTW

Acronym meaning “By The Way.” Seen mostly in IRGsens.

Bulletin Board System (BBS)

A computer which typically provides email servicelle archives, and
announcements of interest to the bulletin boardesys operator (known as a
sysop). BBS'’s started out as hobbies for computthusiasts, and were mostly
accessible by modem. Recently, however, more antk rBBS’s are being
connected to the internet.

Challenge-Handshake Authentication Protocol (CHAP)

An authentication method that can be used when emimy to an Internet
Service Provider. CHAP allows you login to your yider automatically,
without the need for a terminal screen. It is meeeure then the Password
authentication Protocol (another widely used auibation method) since it
does not send passwords in text format.

Chat



Another term for IRC. Also, an acronym meaning “@ersational Hypertext
Access Technology.”

Client

In Internet terms, it's an application that perferm specific function, such as
Telnet or FTP. It's the “front-end” to an Intern@bcess. In more general terms,
a client is computer system or process that reguasservice of another

computer system or process. The much talked almbient server architecture”

refers to a workstation requesting the contentsfdé from a server.

Comite Consultatif International de Telegraphique ¢ Telephonique
(CCITT)

French for “International Telephone and Telegramvidory Council.” It's an
organization that plays a major role in the UnitBétional International
Telecommunications Union (ITU). The CCITT is respiae for making
technical recommendations about communicationesystvorld — wide. Every
four years, CCITT updates the standards, most tigaen 992.

Computer emergency Response Team (CERT)

The CERT was formed by DARPA in November 1988 ispmnse to the
Internet worm incident. CERT exists to facilitatetdrnet-wide response to
computer security events involving Internet hostel 40 conduct research
targeted at improving the security of existing eys$. They maintain an archive
of security-related issues on their FTP servecattiorg.” Their email address is
“cert@cert.org“ and their 24-hour telephone Hotline for repogtinternet
security issues is (412) 268-7090.

Coordinating Committee for Intercontinental Researd Networks
(CCIRN)

A committee that provides a forum for North Americand European network
research organizations to cooperate and plan.



Corporation for Research and Educational Networking(CREN)

An organization formed in October 1989, when Bitrsetd CSNET were
combined. CSNET is no longer around, but CREN gfiérates Bitnet.

Cracker

Substantially different from “hackers,” crackerg aisers who try to gain illegal
access to computers. They are usually maliciotisem intentions.

Cyberspace

The “world of computers and the society that sgcikat gathers around them,”
as referred to by William Gibson in his fantasy @eotNeuromancer.” It now
loosely refers to the online world and even moosédy to the Internet.

Data Encryption Key (DEK)

Much like an actual key used for locking and refopg doors, DEKs are used
for the encryption and decoding of message texhesiones in the form of a
digital signature.

Data Encryption Standard (DES)

A standardized encryption method widely used onrthernet.

Datagram

A block of data that is “smart” enough (actuallyhieh carries enough
information) to travel from one Internet site too#rer without having to rely on
earlier exchanges between the source and destinabmputers (not to be
confused with a Candygram).




Dedicated Line

A communications line that is used solely for cotepwonnections. If you buy
an additional phone line for your modem, that'ssdidated line. There are other
types of dedicated lines (such as T3s and T1s)ateatised for larger network
entities.

Dialup

A widely-used method of accessing the Internet. iAlugp connection uses
regular phone lines to connect one computer tchemata modem.

Distributed Computing Environment (DCE)

An architecture based on standard programming fades, conventions, and
server functionalities used for distributing apgtions transparently across
networks,. The DCE is controlled and promoted by t@Bpen Software

Foundation (OSF), a consortium of vendors includdteC, IBM and Hewlett

Packard.

Domain

A “logical” region of the Internet. People sometsneefer to them loosely as
“sites.” Generally, a domain corresponds to andé¥@ss or an area on a host.

Domain Name System (DNS)

The DNS is a static, hierarchical name service wséld TCP/IP hosts, and is
housed on a number of servers on the InternetcBlasiit maintains a database
for figuring out and finding (or resolving) hostmas and IP addresses on the
Internet. This allows users to specify remote comsuby host names rather
than numerical. IP addresses (if you've used UNIX may have heard the
DNS referred to as the BSD UNIX BIND service). Example, go to a DOS,
prompt in Windows 95, the % prompt in UNIX, or useping client for
Windows 3.1 or Mac, and type “PING UTW. COM”. Thigll check the DNS
server you have configured, look up the numeri€abtldress for UTW.COM,



and then ping UTW'’s IP address. The advantage ®DINS is that you don’t
have to remember numerical IP addresses for alinfeenet sites you want to
access.

Dot Address (or Dotted Decimal Notion)

The common notation for IP addresses of the for2i314; where each number
represents one byte in the four-byte IP address.

Electronic Frontier Foundation (EFF)

A foundation that addresses social and legal isadesg from the impact of
computers on society.

Electronic Mail (Email)

A method by which computer users can exchange messaith each other over
a network. Email is probably the most widely-usedthmunications tool on the
Internet. There are many quirky conventions to Enfmit most entail a “To:”,
“From:”, and “Subject:” line. One of Email's advages is its ability to be
forwarded and replied to easily. If an emalil islgaéceived by a group or user,
the sender is likely to get “flamed.”

Email Address

Your email address is made up of several partsc@wention, addresses use
lowercase letters with no spaces. The first parthef address, the username,
identifies a unique user on a server. The “@” (prorced “at”) separates the
username from the host name. The host name uniddehtifies the server
computer and is the last part of the Internet eraddress (for example, my
email address is idraemel@nckcn.com). Large sergersh as those used at
universities or large companies sometimes contaultiple parts, called
subdomains. Subdomains and the host name are &zbhasaa “.” (Pronounced
“dot”). The three-letter suffix in the host nameidifies the kind of organization
operating the server (some locations use a twerlggtographical suffix). The
most common suffixes are: .com (commercial) .eddugational) .gov



(government) .mil (military) .net (networking) .of@on-commercial). Addresses
outside of the U.S. sometimes use a two-lettensttifit identifies the country

in which the server is located. Some examples gpe:(Japan) .nl (The

Netherlands) .uk (United Kingdom) .ca (Canada)(Tfaiwan).

Encryption

The basis of network security. Encryption encodetsvark packets to prevent
anyone except the intended recipient from accesbmgata.

Ethernet

A standard and probably the most popular connectype for Local Area
Networks (LANSs). It was first developed by Xeroxidalater refined by Digital,
Intel and Xerox (see also “DIX”). In an Ethernetéiguration, computers are
connected by coaxial or twisted-pair cable whereytleontend for network
access using a Carrier Sense Multiple Access withilisibn Detection

(CSMA/CD) paradigm. Ethernet can transfer informatat up to 10 megabit-
per-second (Mb/s).

FAQ

Acronym for “Frequently Asked Questions.” FAQs avielely available on the
Internet and usually take the form of large, insianal text files. They are
written on a wide variety of topics, and are usu#itie most up-to-date source
for specialized information.

File Transfer Protocol (FTP)

The most widely-used way of downloading and uplogdigetting and putting)
files across an Internet connection. The File Ti@nBrotocol is a standardized
way to connect computers so that files can be dhagéwveen then easily. There
is a set of commands in FTP for making and chandirgrtories, transferring,
copying, moving, and deleting files. Formerly, alA- connections were text
based, but graphical applications are now availdidemake FTP commands as



easy as dragging and dropping, Numerous FTP cliexitt for a number of
platforms.

Firewall

The name “firewall” derives from the term for a bar that prevents fires from
spreading. A computer “firewall” is a barrier betmeyour computer and the
outside world. Just like a fire is most likely tpread though open doors in a
building, your computer is most vulnerable at itatp ( the doors). Without
ports you could not go on the Internet or let In&rtraffic enter your computer.
An effective software firewall isolates your comgufrom the Internet using a
code that sets up a blockade to inspect each pack&#ata, from or to your
computer — to determine whether it should be altbwe pass or be blocked.
Firewall software operates in various ways: Padiketrs block traffic from IP
addresses and/or port numbers, Proxy servers eak lthe connection between
two networks. NATs (Network Address Translatorgjes the IP addresses of
client stations by presenting one IP address to“tieside” world. Stateful
inspection verifies inbound and outbound traffich® sure the destination and
the source are correct. Firewall software can aljjowr computer to operate in
stealth node, so that its IP address is not visible

Flame

A negative response to an email message or newsgmsting. If you post an

article or send an email to an audience that degms message inappropriate,
expect to get “flamed.” The most common recipiesit§lames are users who
post commercial messages in public forums, those pdst adult material in

non-adult areas of the Internet, and users who postend make racial or
gender-biased comments. The worst sort of flameavn as a “mail-bomb,”

which occurs when the user being flamed open hiseoremail and receives a
flood of letters with unusually long file attachmenthat make his or her
computer “crash.”

Follow-up

A reply to an email or newsgroup posting that caums the conversation or
idea, known as a “thread.”



Freenet

A network system made up of community-based bullbtbard systems with
email, information services, interactive communmag, and conferencing. They
are usually funded and operated by individualsrgawizations much like public
television. Freenet providers are part of the NwtioPublic Telecomputing
Network (NPTN), a Cleveland-based organization thaitks to make computer
networking services as freely available as pulth@ties.

Gateway

A kind of “go-between’ device or program that passeformation between
networks that normally couldn’t communicate. Whsedi to be called a gateway
is now called a router. Not to be confused withr@qgrol converter.

Gopher

An information search and retrieval tool used wydér research. Gopher
information is stored hierarchically on computecsoas the Internet. It uses a
simple protocol that allows a client to access nimi@tion from a multitude of

numerous Gopher servers at one time, creating kattwn as “gopher space.”
The most common search tools in gopher are Veroamnch Jughead. Gopher
clients exist for most platforms.

Hacker

A computer user who works to understand the “ind ants” of computers,
networks, and the Internet in general. Hackersgareerally benign, and are not
to be confused with crackers.

Host



A computer that is attached to a network or therhmt. Hosts allow users on
client machines to connect and share files or teanaformation. Individual
users communicate with hosts by using client appba programs.

Hypermedia

The combination of hypertext and multimedia in aliree document.

Hypertext

A type of text that allows embedded “links” to atftmcuments. Clicking on or
selecting a hypertext link displays document ortisacof a document. Most
World Wide Web documents contain hypertext.

Hypertext Markup Language (HTML)

The standard way to mark text documents for puibigston the World Wide
Web. HTML is marked-up using “tags” surrounded bpdikets. To see what
tagged HTML text looks like, select the View Soufeature from the menus in
the program you are using to view this document,remd you’ll see a display
of the HTML text used to create this page.

IMHO

Acronym for “In My Humble Opinion.” Generally seémIRC, email, or Usenet
postings.

Integrated Services Digital Network (ISDN)

A relatively new technology which combines voicel afigital network services
in a single medium. ISDN makes it possible for camioations carriers to offer
their customers digital data services as well agev@onnections through a
single line. CCITT defines the standards relatmtSDN.




International Organization for Standardization (ISO)

An organization of 89 member countries (foundedl1846) responsible for
setting world standards in many electronics arbasnbers of the ISO are the
national standards organizations of the membertcesn

Internet

A large, uncontrolled, unadministered, anarchicetydtate that will soon take
over the world! Basically, it's just everyone’s cputers hooked together. It's
not a corporation, organization, or entity in itsaVhen you connect to the
Internet, you actually become part of it. Alwayspitalized, the word Internet
can also be referred to colloquially as the “Net.”

Internet Assigned Numbers Authority (IANA)

The central registry for various Internet protogarameters, such as port,
protocol and enterprise numbers, and options, cadestypes, the currently
assigned values are listed in the “Assigned Nurnibdwsument. If you'd like
more information or want to request a number asséegrt, you can email IANA

at “lana@isi.edtl

Internet Protocol (IP)
An industry standard, connectionless, best-effagkpt switching protocol used
as the network layer in the TCP/IP Protocol Suite.

Internet Protocol Address (IP Address)

The 32-bit address defined by the Internet ProtoEmsfery resource on the
Internet has a unique numerical IP address, repm@sein dotted decimal

notation. IP addresses are the closest thing ttegnket has to phone numbers.
When you “call” that number (using any number ofection methods such as
FTP, HTTP, Gopher, etc.) you get connected to timeputer that “owns” that IP

address.




Internet Service Provider (ISP)

An ISP is a company that maintains a network thdinked to the Internet via a
dedicated communication line, usually a high-sdeddknown as a T1. An ISP
offers use of its dedicated communication linesdmpanies or individuals (like
me) who can't afford $1, 300 a month for a direatrection. Using a modem,
you can dial up to a service provider whose compuagll connect you to the
Internet, typically for a fee.

Internet Society (ISOC)

A non-profit, professional organization that sugpdhe technical evolution of
the Internet and stimulates that interest of memsbaf the scientific and
academic communities, industry, and the public n¢igg technology and the
applications of the Internet. The ISOC also promdtee development of new
applications for the Internet by publishing a gedyt newsletter, the Internet
society News, and by and holding an annual contereralled INET.

InterNIC

Meaning “Internet information Center,” InterNIC tise combined name for the
providers of registration, information, and databa®rvices to the Internet.
InterNIC is who you contact if you want to regisi@rdomain name on the
Internet.

IRC

The world-wide “party line” of the ‘90s. IRC allowsultiple users to converse
in real time on different “channels.” Channels (gthhave a “#” sign preceding
their name) vary in traffic and content. Channetrapors (or Ops) moderate the
conversation, and have the ability to “kick” peofiem channels, or even ban
hem if their actions warrant it. IRC clients ara#able for nearly all platforms.

LAN



Acronym for “Local Area Network.” LANs are now conomplace in most
businesses, allowing users to send email and des@irces such as files,
printers, modems, etc. Currently, most larger camgsaare connection their
LANSs to he Internet, allowing users to connectdsaurces within or outside the
LAN

Leased Line

A dedicated, full-time connection used to link a&muer network to an Internet
Service Provider or another network.

Listserv

An automated mailing list distribution system. kistvs exist for a multitude of
professional, educational, and special interesiggoUsually, you have to send
and email to a Listserver with the subject “SUBSBRIistname” or something

to that effect. You are then “subscribed” to thailing list” and (depending on

the service) will receive regular mail from a smglource or from all members
who send email to the Listserver. Listserv was indlly designed for the

Bitnet/EARN network.

Mailing List

A list of email addresses used to forward mess&gesoups of people. When
you subscribe to a mailing list, you receive allilns@nt to that list (see also
Listserv).

Mirror Site

Due to the popularity of some FTP and Web sitegyamisites came into
existence. They are areas on a computer that “rhioracontain an exact replica
of the directory structure of another computer.yéfu have trouble getting
connected to an FTP site, for example, becaudsedfigh amount of traffic, you



can usually connect to a mirror site that contahlms same information on a
different computer. Mirror sites are usually updabece a day.

Moderator

The person who manages moderated mailing lists,sgeups, or online
discussion forums for services such as AOL., Corepuss or the Microsoft
Network.

Mosaic

A graphical browser for the World wide Web that gogis hypermedia. The
NCSA (National Super Computer Association) invented Mosaic browser,
which quickly became the industry standard. Regertlbwever, Netscape
Communications has stormed the market with itswexe release of their
Netscape Browser, which has radically redefinedWisbd. The term “Mosaic” is
sometimes used incorrectly as a synonym for theld\dide Web.

Multipurpose Internet Mail Extensions Encoding (MIM E Encoding)

MIME is a standardized method for organizing dgest file formats. The
method organizes file formats according to thédidIME type. When Internet
(usually email) software retrieves a file from avee, the server provides the
MIME type of the file, and the file is decoded @mtly when transferred to your
machine.

Netiquette

The combination of the words “Net” and “etiquettéiis refers to the proper
behavior on a network, and more generally the meterThe key element in
Netiquette is remembering that actual people artherother end of a computer
connection, and offensive comments or actionsustgs offensive even if you
can’t see your recipient.

Network File System (NFS)



A protocol developed by Sun Microsystems. NFS all@vcomputer to access
and use files over a network as if they were lodddis protocol has been
incorporated into the products of more two-hundrechpanies, and is now a de
facto internet standard.

Network News Transfer Protocol (NNTP)

An industry standard protocol for the distributiamquiry, retrieval, and posting
of news articles.

Open Systems Interconnection (OSI)

A suite of protocols, designed by ISO committeesb® the international
standard computer network architecture.

Packet

The common term for the standard unit of data aerdss a network.

Packet Internet Gopher (PING)

The simplest way to test or time the response olintarnet connection. PING
sends a request to an Internet host and waits feply (called a ... yep.. you
guessed it: PONG). When you PING an address, yba gesponse telling you
the number of seconds it took to make the connecBdNG clients exist for a
number of platforms, or you can use a UNIX or Wiwd®5 prompt to issue a
PING command directly.

Password Authentication Protocol (PAP)

One of the many authentication methods that camsbd when connection go an
ISP. PAP allows you to login automatically, withcuaving to use a terminal



window to type in your username and password. Oaenwg about PAP:
passwords are sent over the connection in textdrmhich means there is no
protection if someone is “listening-in” on your g¢aaction.

Point Of Presence (POP)

An installation of telecommunications equipmentyually digital leased lines
and multi-protocol routers.

Point-to-Point Protocol (PPP)

A protocol that provides a method for transmittparkets over serial point-to-
point links. PPP is one of the most popular metHodslialup connections to the
Internet, since it allows you to use other standarotocols (such as IPX,
TCP/IP, and Netbeui) over a standard telephone esdium, but it can also be
used for LAN connections.

Portal

A Web site “gateway” that provides multiple serngcerhich could include Web
searching capability, news, free-email, discussgwuts, online shopping,
references and other services. A more recent tiemno use the same term for
sites that offer services to customers of particuldustries, such as a Web-
based band “portal,” on which customers can adtess checking, savings and
investment accounts.

Post Office Protocol (POP)

A protocol designed to allow single users to readdl inom a server. There are
three versions: POP, POP2, and POP3. When ensahisto you, it is stored on
the server until accessed by you. Once you aresatitiated, the POP is used to
transmit the stored mail from the server to youwalomailbox on your client
machine.

Posting



The sending of and article to a Usenet newsgroupeoplacing of a message on
a BBS.

Protocol

Simply, the “language” spoken between computershétp them exchange
information. More technically, it's a formal deguiion of message formats and
the rules that two computers must follow to excleatigppse messages. Protocols
can describe low-level details of machine-to-maehitierfaces (like the order in
which bits and bytes are sent across a wire) on-lagel exchanges between
allocation programs (the way in which two prograimessfer a file across the
Internet).

Request For Comments (RFC)

A document series, begun in 1969, which descrilbes Ihternet suite of
protocols and related experiments. Not all (acialery few) RFCs describe
Internet standards, but all Internet standardsvaitéeen up as RFCs.

Router

A device that forwards traffic between networksrvarding decisions are made
based on network layer information and routing @aploften constructed by
routing protocols.

Search Engine

Specialized software, such as Alta Vista and Yalibat lets WWW browser

users search for information on the Web by usingwikeds, phrases, and
Boolean logic. Different search engines have difiéways of categorizing and
indexing information, Search engines are accesgdgding in the URL of that

engine or using a browser’'s compilation of seamirees in its Internet search
function.




Serial Line Internet Protocol (SLIP)

Similar to PPP, SLIP is another standard protosebuo run TCP/IP over serial
lines, such as telephone circuits or RS-232 calleske PPP, however, SLIP
does not work on a LAN connections. SLIP is propahke most popular way
for dialup users to access the Internet.

Server

Simply, a computer that provides resources, suclilessor other information.
Common Internet servers include file servers andenaervers Domain Name
Service.

SIG

Acronym for “Special Interest Group.” SIGs sponaorariety of Listservs, IRC
channels, and Internet sites.

Signature

An ASCII text file that can be automatically attadhto the bottom of a piece of
email or newsgroup posting that identifies the sendMany signatures (or
“sigs”) use symbols and characters to create imagesords to make the sig
more interesting.

Simple Mail Transfer Protocol (SMTP)

A protocol used to transfer email. SMTP transfegs! from server to server,
and the end user must use POP (see also Post ®ffatecol) to transfer the
messages to their machine.

Simple Network Management Protocol (SNMP)



Developed to manage nodes on an IP network, SNM#h ilnternet standard
protocol. It can be used to manage wiring hubsgwidoasters, CD ROM
jukeboxes, and many other devices.

Smiley

The use of punctuation marks and other symboldaracters to portray moods
when typing, especially in email messages and IR&e’s an example of a
simple smiley :). If you don't see it, tilt your &é to the left and look at it. The
colon makes the eyes and the parenthesis makesiitey mouth. The smile
means happiness (like if someone says somethingyfuor it often denotes
sarcasm, Other combinations of characters can expreny other emotions.
You may also hear them referred to as “emoticons”.

TCP/IP Stack

To properly use the TCP/IP protocol, PCs requieC®/IP stack. This consists
of TCP/IP software, sockets software (such as WIRRDLL for Windows
machines), and hardware driver software (known aket drivers). Windows
95 comes with Microsoft's own built-in TCP/IP stacgkcluding version 1.1 of
Microsoft's WINSOCK.DLL and packet drivers.

Telnet

The Internet standard protocol to connect to renerminals. Telnet clients are
available for most platforms, When you Telnet tdMIX site, for example, you
can issue commands at the prompt as if the magvene local.

Token Ring

A type of LAN in which networked computers are wirgto a “ring.” Each
computer (or node) is in constant with the nextenaad the ring. A control
message, called a “token”, is passed from one tmdaother, allowinghe node
with the token to send a message out to the netviotke ring is “broken” by
one computer losing contact, the network can ngdogommunicate. The IEEE
802.5 token ring standard is the most common.



Topology

The “layout” of all the computers on a network dhe links that join them.

Transmission Control Protocol/Internet Protocol (TCP/IP)

TCP/IP is the standard communications protocolireduor Internet computers.
To communicate using TCP/IP, PCs need a set olvaodtcomponents called a
TCP/IP stack. Macintoshes typically use a proprjesaftware called Mac TCP.
Most UNIX systems are built with TCP/IP capabiltie

UNIX-to-UNIX Copy (UUCP)

Originally, UUCP was a program that allowed UNIXs&ms to transfer files
over phone lines. Currently, the term is used txdke the protocol that passes
news and email across the Internet.

Usenet

Usenet groups are more commonly known as “newsgtbuphere are
thousands of groups hosted on hundreds of servetsa the world, dealing
with various topics. Newsreader software is reqlice properly download and
view “articles” in the groups, but you can usudibpst” and article to a group
simply by emailing to it.

Universal Resource Locator (URL)

More commonly referred to as the URL, the UniveRRakource Locator refers
to the entire address that is recognized “univbfsals the address for an
Internet resource. Each resource on the Interreahanique URL. URLs begin
with letters that identify the resource type, sashhttp, ftp, gopher, etc. These
types are followed by a colon and two slashes. Nénet computer’'s name is
listed, followed by the directory and filename dfetremote resource. For



example, the URL for this glossary is
http://www.windows95.com/glossary.html/

White Pages

Databases containing email addresses, telephonbansjrand postal addresses
of Internet users. You can search the Internet &/Rdges to find information
about particular users.

WHOIS

An Internet program (related to Finger and the WIkages) that lets you enter
and Internet entity (such as domains, networks, &odts) and display
information such as a person’s company name, asidopesne number and email
address.

Wide Area Information Service (WAIS)

A distributed information service and search endgiha allows natural language
input and indexed searching. Many Web searchigsliise a WAIS engine.

Winsocks

Stands for “Windows Sockets.” Winsocks is a sespecifications or standards
fro programmers creating TCP/IP applications far with Windows.

World Wide Web (WWW or W3)

The “Web” is a collection of online documents halisen Internet servers
around the world. The concept of the Web was ctehyeresearchers at CERN
in Switzerland. Web documents are written or “cddedHTML. To access
these documents, you have to use a Web browsédr,asubletscape or Mosaic.
When these browsers access (or hit) a page, tiverseses the Hyper Text
Transfer Protocol (HTTP) to send the document tar yomputer.




Worm

A computer program that replicates itself and i&g®@pagating. While viruses
are designed to cause problems on a local systelha@npassed through boot
sectors of disks and through files, worms are daesigto thrive in network
environments. Network worms were first defined byp&h & Hupp of Xerox in
ACM Communications (March 1982). The most famous ifdamous) worm
was the Internet Worm of November 1988. It sucedlyspropagated itself on
over 6,000 systems across the Internet.

Appendix -
A

HOT SITES

These sites take you to some of the major produrfecemputers,
computer systems, and related hardware and software

COMPUTER SYSTEMS

IBM
http://www.ibm.com

Apple Computer
http://www.apple.com

Sun Microsystems, Inc.
http://www.sun.com

Digital Equipment Corporation (DEC)
http://www.dec.com




Compaq
http://www.compag.com

Printers
Hewlett-Packard
http://www.hp.com

Modems
US Robotics
http://www.usr.com

Hayes
http://www.usr.com

Practical Peripherals
http://www.practinet.com

MAJOR SOFTWARE CORPORATIONS

Microsoft
http://www.microsoft.com

Adobe Systems Incorporated
http://www.adobe.com

INTERNET SITES
This section contains Internet-related World Wideb/gites.
Browsers and Plug-Ins

Netscape Communications
http://www.netscape.com

Microsoft Internet Explorer
http://www.microsoft.com/ie/

Search Engines



Yahoo!
http://www.yahoo.com

Infoseek
http://www.infoseek.com/

Alta Vista
http://www.altavista.digital.com/

WebCrawler
http://www.webcrawler.com/

People Finders

InfoSpace
http://www.infospace.com

Who Where?
http://www.whowhere.com

America Directory Assistance

http://www.lookupusa.com/lookupusa.adp/peopsrch.htm

Broadcast Media

movies.

This list of sites covers everything from networ¥ 1o cable to he

Network TV

Cable TV

ABC
http://www.abc.com

Fox
http://www.foxworld.com

Cinemax
http://www.cinemax.com




The Disney Channel
http://www.disney.com/DisneyChannel/

ESPN
http://www.espn.com

Movie Studios

MCA/Universal
http://www.mca.com

Sony Pictures
http://www.spe.sony.com/Pictures/SonyMovies/indgrlh

20" Century Fox
http://www.tcfhe.com

Walt Disney Studios
http://www.disney.com/DisneyPictures/

Warner Brothers
http://www.movies.warnerbros.com/




